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>>  KUO WEI WU:  So what I am going to do, I'll introduce the format.  I will ask each panelist to speak on the topic.  I'm asking for 6 to 7 minutes.  After the talk, then allow two questions from the panelists.  But please make a comment less than two minutes.

And I will pass my iPhone timer to you; please keep time.  Hopefully we can finish in 19 minutes.  Oh!  You okay?

(Pause.) 

>> KUO WEI WU:  This actually is Larry Lessick gave a talk in EG8 in Paris.  I only show one minute.  We can listen.  I will bring my speaker here.

(Video playing ‑‑ sound distant.) 

>> ‑‑ craziness to one side for the people or at least wrongly as people push to do what is ‑‑ the kind of populism that drove the banking or housing crash.  ‑‑ addiction to special interests.  Incumbents constantly tempting the government to do something crazy for public policy.  Here in the United States you can pick about just about every major policy issue where this addiction has had its role.

Each of these pulling constantly, constantly tempting all these the government is ‑‑ always the government is vulnerable, always as Libertarians insist it is dangerous because it can be exploited by one of these two sources at least, the temptations of the incumbents.

(End of video.)

>> KUO WEI WU:  Okay.  So the next one, this is a panel topic.  We are talking about the future of the Internet and where we go and how.

Here is a speaker over here.  We have Bill from Geneva.  We have Robert from Cisco.  Hong Xue from Beijing.  And Izumi, of course, in Tokyo; and Keith from New Zealand, I suppose.  And Geoff Huston from Australia, Brisbane ‑‑ no, not really.  And Hiro Hotta‑san. 

And yesterday actually we were talking about this one.  This came from the May issue of Vanity Fair.  The title of that article called World War 3.0.  We put on the full front, the sovereignty issue, privacy and piracy and IPR, and privacy and also security.

This is a big challenge and issue for the Internet.  We need to face that and how human civilization will go on.

That is one of the very interesting issues, I think many of you know in earlier of this year there is a SOPA bill in the U.S. Congress.  One day, you can see the Congressmen shift.

We also see that about one or two weeks ago in the European Commission ACTA, an agreement by 26 or 27 countries, but the result is a vote against by the European Commission Congressmen and very well, I think 482 to 81 or something like that.

>> AUDIENCE:  (Off microphone.)

>> KUO WEI WU:  Let me finish.  We have very tight time, please.

The issue right now is what kind of single interconnected space we like to have in the future?  We all know this one.  What is the achievement of the Internet brings us to the humans in our society?  And what is the issues which I mentioned about.  We see a lot of new companies, it not happened ten or 20 years ago.

And this is the main topic we want to talk.  Why the multi‑stakeholders mechanism is an alternative to resolve those issues?  Or, for example, the SOPA, ACTA, is there any way we can modify the existing mechanism to make it better to resolve those issues we are going to have?

Now I will shift to my panelists.  The first one I would bring is Bill.  Can you explain the issue and some of things to us and the audience?  Because I think some of the people understand and some need some introduction.  And you have a proposal?  Let us know, please.

>> WILLIAM DRAKE:  Thank you.  Well, sovereignty is ‑‑ where is my timer?

Sovereignty is, of course, a huge question.  I wasn't quite sure what you wanted me to address.  The first one ‑‑ a few thoughts about the nature and use of sovereignty.  Since the creation of the nation state system, sovereignty has been key to international law.  Governments need to protect sovereignty to justify regulations and controls and historically to justify the provision of telecommunications by monopoly of state entities.

Sovereignty tends to end debates over national global policies.  It shuts down debate, the ultimate trump card.  You have to do it this way.  It's good to rally, manipulate nationalist sentiment as well.  Sovereignty in global communications has been configurative since the beginning of global communications.  Over time if you look at the development of each technology, radio spectrum, satellites, mass media and corporate computer networks, in each case sovereignty became an important force in configuring how the global order was constructed.  And we can talk about that more later, but the point is now with the Internet it's the next sort of phase in a long trajectory of embedding new technologies within frameworks of public sovereign authority.

Constitutional sovereignty is the sort of legal construct that states are formally, not formally subject to any other sources of legitimate authority.  That has an external dimension which is that states are jurisdictionally separate and equal and enjoy the same right by international law and not bound by any higher super national authority.  And internal, they are organised with states at the top with states exercising ultimate power over their.  There is conceptual, for the states to function as if sovereign.  That is take advantage of the ‑‑ how political elites construct intellectually and respond to constraints on their actual able ability to act as sovereign drives a lot of their policy actions.

The communication and information field then, the external dimension has been to have a mutual agreement between corresponding parties.  Nobody wants to have somebody at the other end of the network allowing modes of operation and so on to deliver traffic into their country that they don't agree to.  And this has been a key issue in the WCIT negotiations.  Internally you have the demand importance the ability to undertake various types of steps to territorialize communications such as, for example, the ability to establish external borders around territorial spaces that mediate transactions, to establish internal boundaries, demarcating zones of activity, to regulate sectors and keep them separate from each other, to establish barriers to entry by firms and monitor transactions to ensure conformity with the objectives of the State.

So the key question is whether the properties of the transactions in question facilitate this territorialization and at a sustainable cost.  We are seeing now growing threats to an open Internet and many states, both democratic and authoritarian states are adopting all kinds of different policy measures and non‑policy measures to protect territorial control over their communication environments.  Cyber is a big now issue everywhere and it is used to justify everything.  Compounding the problem have been a lot of dumb extra territorial actions, like the United States and SOPA and so on that make other governments concerned that the U.S. is in a position with its control vis‑a‑vis the DNS and the other functions and so on to essentially push its policies on to them.

So what is going on then?  Very quickly to summarize, at the national level many things we all know about.  Wide variety of different types of policies and measures being adopted from blocking servers, domains and keywords to distributed denial of service attacks, filtering software, deep packet inspection using technological standards to impose back doors into technologies.  Applying in a expansive way traditional prohibitions on slander, sedition, child abuse, hate speech, et cetera.

Rules for notice and take down, lawful intercepts, data retention, ISP licensing.  We are all familiar with this.  The other day I saw in the newspaper that Ethiopia has banned Voiceover IP.  Dozens of countries do this but you can go to jail in Ethiopia for using Skype.  You are seeing that also states are using private actors, whether it's this huge legitimate quote‑unquote security industry or Black Hat rent‑a‑hackers and so on.  Fifty‑cent brigades and et cetera.

At the global level we see that there are similar measures.  ITU law since 1865 has given the states the right to intercept, monitor, suspend and terminate transitions.  We have seen the policies in the existing frameworks globally for IBNs, so on, that have allowed for greater expansion of territorial control.  We have new demands under the label of enhanced cooperation to set mechanisms that could be, could lend themselves to further expansions, to territorial control and proposals from China, Russia and others, international code of conduct and many ‑‑ international telecom that will happen that would be fairly aggressive for the Internet as well that would reflect the sovereignty orientation.  

I listened yesterday to the East African IGF where this was discussed.  We'll talk about WCIT tomorrow.  To conclude we are looking at a situation now where, walled guard especiallies and Intellectual Property, et cetera, the growing territorialization by governance you are having a reconfiguration of the global space the as in the medicine evil area, you have overlapping patterns of authority and control, horizontal and vertical and the cross issue areas.  You have a highly variable geometry of authority relations and control relations emerging in the Internet environment and one that causes fragmentation.  We lack institutional mechanisms in which to holistically address these issues and address them effectively.  We are muddling through piecemeal based on power and politics.  That's a problem, I would suggest.

>> KUO WEI WU:  Is there any panelist you want to comment one or two questions?  But only one or two minutes.  Anyone want to do it?  The panelist?  To comment on what Bill said?  Robert?

>> ROBERT PEPPER:  So the question is ‑‑

>> KUO WEI WU:  Could you turn mic on?

>> ROBERT PEPPER:  There we go.  Your conclusion about muddling through?  Do you have faith in the alternative, which is not muddling through would be better?

>> WILLIAM DRAKE:  No.

>> ROBERT PEPPER:  Okay.

>> WILLIAM DRAKE:  Although ‑‑ like the IGF, a stronger IGF to allow continued dialogue and, allow states and other actors to begin to be understand more effectively and to tamp down some of the conflicts that emerge and we don't really have that now.

>> KUO WEI WU:  The next panelist I would ask Robert to speak for seven minutes.  And as you know, Robert works for the FCC in the Clinton Administration and that admission had, they are talking about doctrine for eCommerce.  I would like to ask Robert something about that.  In his point of view is the situation changed 15 years after the Bill Clinton have done that?  And what is that?  And what is our point about that?

And here is seven minutes for you.  I bring my iPhone to you.

(Chuckles.)

>> ROBERT PEPPER:  Thanks.  So I'm going to get to the question about the perspective that we took which was essentially not to impose teleco regulation on the Internet.  Frankly that has worked very well.  I'll come back to that.  Putting things in perspective, boy, how things have changed.  1984 there was the report from the ITU called the Maitland report.  The title was the missing link.  The goal set out at that time was number one, that telephones actual I were important to development, economic development for the world and that got translated into a global goal that nobody should be more than a one‑day walk from a telephone.  Right?  That was the global goal.  Right?

And in 1985 there were only about 400 million fixed line telephones.  By the way, 1984, with the Maitland report if any of us had suggested that it wasn't a would be‑day walk to a telephone but that five and a half billion people would have telephones in their pocket, they would have hauled us off as being crazy.

In the world in 1985, about 750 mobile subscriptions.  Those were not cell phones.  About half of those were in the U.S.  And in the U.S., only about 8 percent of households had computers.

Boy, has that changed.  So we have our annual rolling five‑year forecast called the visual index is now forecasting by 2016 there will be three and a half billion users of the Internet in the world.  Half of them are going to be in this region.  Likewise we are forecasting 19 billion devices that will be connected to the net.  This does not include all of the Internet of things, machine to machine.  Only some of them.  Half of those connected devices.  Three devices for every person on earth, right?  Half of those devices will be in this region.

We are forecasting that the global data traffic is going to grow at between 2011 and 16 by a factor of four to over 110X a bites, that's 1.3 zettabytes of data cross the global nets per year.  To put that in perspective, that is more traffic than will have traversed the entire Internet history from 1984 to 2004 combined.  That will be one year we will have more data flow across the global nets than the entire history of the Internet to date.

Now, we are also seeing a big shift, right?  Shift does happen.  We are seeing a shift from west to east.  In 19 ‑‑ rather than in 2006, China actually passed either, in terms of traffic ‑‑ I'm sorry, in terms of Internet traffic, either North America or Europe.  And then last year the number of Internet users in China passed North America and Europe combined.  And we are forecasting that, and actually looking at last year, the number of users in Africa pass either North America or Europe in terms of number of users.

In terms of traffic, take a look at what has happened between 1995 and 2015.  1995, all right, that was the year of the worldwide Web.  Netscape goes public.  Less than half of 1 percent in China. 

You have to wake it up.  

By this year or I'm sorry, by 2015, what we are forecasting is that as a percentage of global traffic even though it's growing dramatically, traffic from the U.S. will only be 20 percent and China is going to be 12 percent of the world's Internet traffic.

So the Internet was not an accident.  Right?  IETF, the creation of TCP/IP, people worked on this very consciously.  That was a bottom‑up multi‑stakeholders approach.  It was not an approach that required everything in materials of the standards be complete.  Was rough consensus, run code.

The fact that the Internet is not regulated was also not by an accident, right?  There were some very concrete decisions in the U.S. back in the 1970s and '80s to carve out the Internet from telephone regulation.  The Internet was never regulated like a telephone.

And in 1988 in terms of the international telecommunications regulation, there was a carve‑out called the special arrangements that meant that the Internet would not be regulated like a telephone company.

Now, there are a lot of challenges.  The Internet has grown up.  We've heard those.  Since I'm running short on time I won't go through all of those, all right?  But there are real threats to the global Internet model.  There are proposals to move from a voluntary to mandatory standards.  That's a threat to the Internet standards process.  There are proposals to change international telecommunications regulations at the ITRs at the WCIT in December that I'll go through very quickly some of those.  That could lead to Balkanization in regulation.

Here are top line proposals, proposal to change the definition of telecommunications in the ITRs to include processing.  Look at who is proposing this?  This would be giving computing the ICT would now fall under the jurisdiction of international telecom regulation.  There's a proposal to change the definition of international telecommunication service to explicitly include the Internet.  Look at where the proposal is coming from and look who is opposing it.

There's a proposal to change who this applies to.  Instead of just recognized operating agencies it would be any operating agency, and this could include any university like Stanford that puts a lot of its courses up online for free.  This could cut a lot of the content available to emerging countries.

There is a proposal to give every Member State the right to regulate routing and no, not only where the routing is, where it has been, but where it may go.  Again, just look at where the proposals are coming from and look at where the opposition is.

The special arrangements which in the past said you can have a special arrangement that kept the Internet from regulation as long as there was no technical harm.  They are now proposing to change that to financial harm.  What does that mean?  It means that countries that are seeing declining revenue from voice because of advisor over IP or e‑mail would be able to claim financial harm and there by regulate the Internet.

So there's a call to action to this multi‑stakeholders community which is, I agree with you, by the way, muddling through is better than some things but we can't just allow that to happen by itself.  We can't create a vacuum.  We have to be engaged.  We have to address problems before they become problems and we have to address the multi‑stakeholders process.  We can't talk to ourselves.  We have to make sure that the freedom and future of the Internet is kept the way it has been through this process.  Thank you.

>> KUO WEI WU:  Thank you, Robert.  Any panelist that wants to make a comment?  Bill?  Geoff, you don't want to try?

>> WILLIAM DRAKE:  Okay, since you asked me a question, on the point about not talking just to ourselves, yesterday I spent a little time listening to the East African IGF which is going on right now and they spent an entire day on the WCIT and many African government representatives got up and said why shouldn't the ITRs apply to the Internet?  We have these financial impacts.  We are struggling here, et cetera.

So the point is, how then can we talk more effectively, rather than having campaigns that mobilize some of us, how can we talk more effectively at the global level in a way that will connect with their concerns and perhaps close.

>> ROBERT PEPPER:  At the ITF meeting in April I actually met with a group of west African countries who had the same concern.  They said look, our telephone accounting revenue is down.  We want to get this revenue from the Internet.  Essentially tax the Internet.  I said wait a second, you're talking about a mechanism to do something.  Pull back, what is your goal?  What are you trying to achieve?  They said we need investment to build out the infrastructure to reach the bottom of the pyramid.  I said absolutely right.  That is the right goal.

The way you are going about it would be counterproductive to achieve that goal.  Let's figure out the best way to do that.  We have five and a half billion people have mobile phones, right?  The international accounting rate system did not pay for that, right?  We have a model that worked, that avoided increasing taxes or what would be the tax on the Internet.  And I think it's incumbent upon us to actually have those conversations but to ask the fundamental question.  What is the problem you're trying to solve?  Let's work on that.  Don't automatically take a legacy solution from the 1950s.

>> KUO WEI WU:  Do you want to give it to Geoff?  Okay.  I know Geoff can't stay.

>> GEOFF HUSTON:  Very quickly, with this WCIT proposals, how much of this is simply a negotiating tact that they are going to be net losers, asking 50 times what they want so that the end compromise gives them a fraction of what they might rationally expected.  I see extremism in negotiation as distinct from true intent.

>> ROBERT PEPPER:  So it depends upon the proposal, but there is a ‑‑ but, very seriously, there's a fundamental point that some of these ‑‑ you know, it assumes that you can have a compromise.  That you're here, you're here, you come to the middle, right?

Regulating the Internet as a telecom company in my mind, there is no compromise.  It is not a question of compromise.  The question is, if what you want to do is figure out the way to fund your infrastructure, right, that's a reasonable conversation.  It's one that we all want.  We have the same common goal.  It is a very, very dangerous process to think that this is like bargaining over the price of a new car.  Right?  It's a completely different process because it becomes binary.  You either give these new ITRs regulatory authority or not.  It is a switch.  It's on or off.

And I don't know that you can compromise on some of those things.

There are other issues in which yeah, there are.

>> KUO WEI WU:  Okay, sorry about it.  I need to go to the next speaker it is Hong Xue.  Hong Xue is from Beijing normal university.  I would like to ask her, you know that China right now is the second largest economy in the world.  And a lot of people like to do their business in China and I think people also like to ask:  What is IPR protection right now and what is the possible trend in the future?  You have seven minutes.  Go ahead.

>> HONG XUE:  Thank you, Kuo.  Thank you very much.  China has been referred to in the last two presentations several times.  Now we really talk about China.  Not about WCIT.  It is about Intellectual Property.  It is long questions and I try to answer it from three points.  One is, Intellectual Property protection.  Second, is there a SOPA‑like law in China?  The future of China and also Asia‑Pacific.  The first one, Intellectual Property protection in China.  What is the biggest thing happening right now in Chinese Intellectual Property legal system, it is revision of Chinese copyright law.  A new draft has been published in March.  And then in July respectively.  It is now in public consultation.  What we can see from this new draft is that there will be more exclusive rights for copyright authors, industry, strong enforcement against piracy and harsh punishment, penalty against piracy and with respect to the Internet, of course there will be strong intermediary liability imposed on Internet service providers.

And in country there is a shrinking scope of fair use.  There will be limited freedom of use on the Internet.  It seems that China is going to the DMCA model for Internet protection.  Consistent with the spirit of trade agreements if ACTA really has a spirit, but as we learn from the master Confucius, he said law itself cannot be worked in reality.  The law in paper does not make the law in reality.  We have to have a reality check of the Internet in China.

China has more than 500 million Internet users.  That's right, it's the largest Internet population in the whole world and half of those users are under 30 years old.  We are facing an Internet generation.  All young people.  Do these young people care about copyright law?  Are they really frightened by this weird punishment of piracy?  Not, it's unfortunate.  The use of the IGF is in the other room.  They are not here.  They can come and tell you they are doing happy things, blogging, sharing, assembling, all kinds of interesting things, irrespective to copyright or enforcement.  These are alien notions to the young generation, Internet generation.

So it seems copyright law is not detached from the real life.  Copyright system is now like a train.  It is over loaded with too many rights, exclusivity and enforcement.  It could derail.  If the law becomes everybody's problem, we have to look at whether there is a problem in the law per se.  We need to look at alternative business model for copyright industry.  Rather than this harsh enforcement, strong punishment, we really create productivity for the whole of society.  We should have alternative legal laws for protection, but some part could be open, could be available for sharing and it could be innovative.

Let's conclude the first point with what has been said by Francis Gurry of World Intellectual Property Organization, if copyright want to survive on the Internet, we should make the legitimate copy easily available as the pirate copy.  It seems that is something we should really think about.

The second point is this kind of a SOPA like law in China, the answer is no.  There is no law ‑‑ the law enacted by the Congress, but they are practices or policy in reality.  Remember, we are not using domain names as important tools for enforcement of Internet property.  The same Chinese registries and registrars of domain names are actually doing this kind of enforcement things.  I have been meeting with top three Internet registrars in China.  They are actual I implementing a policy not only to sensor domain against trademark counterfeit, such as ‑‑.com or other similar, confusingly similar with that but also censoring the contents of websites against copyright piracy.  It is the registrar and registries that are turning what we can access on the Internet that really is based on reality.

The last point is the future of Internet.  It is important for every one of us.  I want to refer to very important plural lateral negotiations happening right now and it is very relevant to this region, Asia‑Pacific.  TransPacific Partnership Agreement, TPPA.  We talk about ACTA enough.  TPPA is going on.  Going on well.  Recently Mexico and Canada is drawing TPPA negotiations.  I know Japan is thinking about that.  It is not really joined, but it is really going to be the world's largest free trade zone.  Japan is very big economy it will join but China, China is not invited.  If you are not invited you cannot join the process of negotiation.  I have concerns for this TPPA.

There is a long lop property chapter in TPPA.  Everyone said it is going to be ACT A plus.  We don't know what is the text.  It is not released for public access.

The close, it is a pluri‑lateral regime.  It doesn't mean if you want to join, you can join.  You can only join by invitation.  China is bi‑Pacific.  The second is no transparency.  The whole process is very much in black books.  North America there's a huge campaign for the transparency of the documents, proposition of this Member States and the Australian civil society raised the issue of freedom of information.

But in Asia‑Pacific, we have so many involved, Singapore, Brunei, Vietnam they are actually in the process.  Do they have the same concern?  And the people have no way to join the process.  They really want to know what is going on.

The last concern is that even though you can join the process, it is pre‑decided.  So that Canada and Mexico, they joined the process, but they can only agree what has been agreed by the other countries.

Okay, that is exactly the end of my presentation.

>> KUO WEI WU:  Okay.  Any panelist, you like to make a comment?  One or two, no more than two.  Anyone?

(There is no response.)

>> KUO WEI WU:  If no, let's go to the next speaker.  That is Izumi.  I know Izumi, you are working on the security research for certain times.  Can you cover about what you research, talking about security and what is your concern?  Here is your seven minutes.

>> IZUMI AIZU:  I have already.  Likewise I will choose my topic, perhaps be on security, if I may.

>> KUO WEI WU:  Sure.

>> IZUMI AIZU:  "The Future of the Internet" was the book Jonathan Zittrain wrote several years ago and he subtitled "How To Stop It."  He argued and I largely agree now, if not a few years ago, that I think ‑‑ somebody said, Internet is a product of human activities.  Or perhaps the knowledge, wisdom, a lot of blood, sweat and tiers.  So just like any other human product, it might be captured by human values in the society.  It is not a sacred place, nothing.

So to me the Internet is now being captured by money, agreed, self pride, honor, you name it.  All these human values.  And it may become an incumbent within a few years or few decades.  Just look ahead for 20 years or look back by 20 years.  You may have different pictures.

It is open, sounds like, as Robert or others argued.  Or is it really so?  I'm not too sure.

I may shoot myself in my foot if not in my brain, in my event, in another five minutes.  Unless, yes, we do something on the WCIT or we do something on the ID basics or something about this or that it may become very close, very much captured, captured by outsiders or captured by insiders as well.  That's my fear or my prediction.  I don't want to see it happen, but Internet is beyond your expectation or beyond your good will.  It is a thing.

Geoff may talk about the likeliness of breaking the Internet with the protocol level or routing, that's a technical thing.  In Japan you may or may not know that we have high broadband penetration largely by fiber to the home by ATT and others.  Within a few years can we enjoy the same openness as it used to be?  The international, JAIPA and telecos are all struggling how to solve, I don't remember the technical terms, but NGN Internet connection or things like that.  In essence, NTT employed close addressing system within the next generation access network which integrates voice and data.  That's the only incumbent carrier so far did that.  But that's posing big problem.

But for the other generation the access more smart phones or the use of more smart phones than tablets and pads to the net, or the PCs or operating systems as Microsoft or Google.

Think of the most popular commercial services.  Are they open?  Is Skype open?  Google open?  Facebook, Amazon, YouTube, you stream, you name it.  These services riding upon the open architecture Internet are not necessarily open.  They are more or less closed.  Why?  They are running on a business model that requires so.  In the government is coming in.  The majority of the governments in numbers are not too happy with the current system, open ended.  They have no control seemingly other than the telecom regulations.  There's some struggle there.  Or go to the IGF.  We really have an open forum?  To some extent, yes.  But are we substantially multi‑stakeholders?  Being from the civil society, I rather like to say it is not fully empty nor fully full.

Kuo added a few thing called monopoly on to the vanity fair Article of the things to consider.  Do we have monopoly within the Internet?  Yes, we have the monopoly of the addressing system and naming system which technically we require that.

Of course, you can argue against.  Is ICANN a regulator, a policy making body or operational body?  Or root system and naming system?  For insiders, they say no.

>> KUO WEI WU:  The government is a monopoly, though.

>> IZUMI AIZU:  Sure.  Depends on which country you talk about, though.

I see the danger back again for including, plus myself, but all those who have devoted their energy, wisdom, whoever, have created Internet until now don't rest there.  You need to keep continuing notice vague.  Not only the technical innovation but policy process or business process.  Otherwise you will be out numbered by the Chinese youngsters or from India.  And you cannot keep that kind of pace.  I'm very pessimistic.  I have one more minute, but I stop here.

>> KUO WEI WU:  Okay.  Any comments from panelists?  One or two?  No?  Geoff, you want to go on, hmm?

Today we have Geoff Huston because he told us he is not coming because he is not a scientist technical enough compared to Huston.  The people know that Geoff Huston, he's a great well‑known scientist in this area.  And I have two questions for you.  First, you know the APNIC is okay, the IP address and I think you know that people talk about that IP address belong to my countries.  All I say no, this is one question.

So the second question I would like to ask, a lot of ITR and also we try to move on to the IPI for security but you also heard the European commission they complain, the trust angle.  Can you answer that?  Here is receive minutes for you.

>> GEOFF HUSTON:  Thanks Kuo and good morning, everyone.  Before moving on to answering specifically I would like to follow on from Izumi's comments about the real future of the Internet and what is going on.  There is no doubt that we took one of the largest enterprises we had built in the 20th century.  Telecommunications employed half a million Americans and equal number of Britains, the telecom factory that ran the phone system was the biggest thing we ever built.  We took all of its money and threw it in the air completely because the Internet reversed everything.  We used to have a network with dumb peripherals and amazing amount of investment inside the network.  Now we have a network which is about as cheap as we can possibly make it, far cheaper than Cisco would like because the network does nothing.  Everything is in the applications.  Voice is an app, video is an app.  Everything is an app.

The money is moving, and moving dramatically.  One of the side effects is political.  Inside the very carefully balanced regime of telephony, there were nation states that got money through international call account settlements and large amounts of money.  That money stream has dried up.  But there is another tension and another battle that is equally influential between the carriage provider and the content provider.  In the world of telephony you never noticed the difference.  Acute control was with carriage.  There was no content.  The only innovation in telephony was the fax and it took them 70 years to get there.

When we unbundled this industry, we unleashed a new content industry.  It's voracious.  It's effective.  It's why we use the Internet and the carriage industry is hurting and hurting badly.  They don't want to be a commodity.  They still want gold plated taps in their bathrooms.  They are not giving up easily.  We see this with V6.  What is the problem?  The carriage providers are not giving it to you.  The local monopoly access providers in that last mile are doing nothing because their view is, if they did this, they would just be handing money to Google.  So they are not.

At the same time they are going to international meetings saying:  You owe us money.  We want regulations.  We want governments to help us blackmail content.  We want to put content back in the box and reassert the primacy of carriage.  Don't let it a happen.  The Internet will die if you ever do because the whole thing about the Internet is it's no longer carriage.  It's all about you and I and content.

So back to your questions about addresses.  In a network, in a digital network addresses are fundamental.  And originally 25, 30 years ago the Internet was one of many protocols.  Dec.net, SNA, the Internet, Apple talk.  Nobody, nobody ever thought that deck net addresses were owned by countries.  Nobody ever thought that A. SNA address was owned by a country and nobody ever thought Internet addresses were owned by countries.  Crazy talk.

We built a network.  We built a network without political constraint.  Addresses are fundamental.  It is not just what your machine is.  It is the way we move packets around the network.  It is routing.  It's the architecture of the dynamic of the network itself.  The way we handle addresses defines the network.  And while these networks are still demonstrably or the addresses were demonstrably private, what we built was a routing system that didn't recognize political boundaries and country codes.  Addresses mapped topology, not politics.

Now the Internet is in the public space.  It is the public carrier.  And there are certainly countries around, Australia being one of them where addresses are the reserve power of the minister.  And theoretically if the Minister so felt one more than as he got up and ate his corn flakes, he could say all those addresses are mine and he would be the right in the act.  He doesn't want to do it.  He doesn't want to be the minister who broke the Net.  That's the issue.  We can't realign addresses to politics.  We built something entirely different.  The business models behind the interaction of providers, what makes the Internet work is that addresses follow topology.  So this whole issue about sovereignty is interesting to some extent, but to another extent it kind of has gone beyond that.  The addressing structure we used follows topology, not politics.  Routing and business followed behind that.

You then talked about another issue, an issue around securing the network.  There are two ways to be naughty.  One way is to try and drive some code into your machine, infect it and make it behave badly.  It's difficult.  It takes a lot of effort.  Certainly when I do so I have control of your machine but I'm easily found out.

The other way to be naughty is a lot more subtle.  I change the infrastructure and count on you to behave perfectly northerly alley.  I change all the road signs and get all the traffic coming a different way.  The most insidious attacks are attacks that rely on everyone doing the right thing.  You just change the environment.

One of the best ways to do this or worst depending on your outlook is go mucking around with the routing system by changing the signs.

What we've been concerned about, deeply concerned in this technical community is the ease of mounting attacks on routing.  The ease whereby not just global chaos but national chaos, city chaos, just chaos.  The attack can be pinpointed quite precisely if you do it right.

We're finding that the attack vectors are now professional.  How can we make the system less reliant upon mutual trust and more capable of being inspected?  Of being analyzed?  Is the information the routing system is giving me something that I can trust?  We are spending a lot of time working on that and we too are aware of these issues when you try and create Pyramids of trust where one party is at the top of the pyramid.  All of a sudden the politics intrude.  Is that an American company?  European company?  What laws are effected.  We don't have treaty protection.  We are trying hard the same as the browser community did years ago to provide enough diversity that no single point is uniquely at the top of the tree.  But at the same time the entities that are basically community‑based entities whereby trust points are there because we are the community.  The community is all of us.  To some extent these actions provide a necessary framework for security.

That's my time.  Thank you.

>> KUO WEI WU:  Can I give you one more minute?  Please talking about RPI trust anchor issues.

>> GEOFF HUSTON:  As I said in addressing the trust anchors, the idea is that there might be one trust anchor.  That would reside with IANA and that is a contracted action of the U.S. Department of ITIA.  That makes some people nervous.  One government has more control than others.  We are sensitive to this inside the international routing communities.  We are building systems where there will be multiple points of trust and no single point of trust can unilaterally affect the integrity of the Internet.  That's a reasonable protection, I believe, and a reasonable way of addressing the problem.

>> KUO WEI WU:  Thank you very much.  Any comments?  One?  No?  Then Bill?

>> WILLIAM DRAKE:  Just wondering, we talked a lot about the WCIT.  Before the WCIT, is the world telecommunications standards meeting going on in the same place.  There is a proposal now to standardize over the top services.  To define those so you can establish policy frameworks and mandatory standards and so on.

How do you expect these players to go about thinking through this notion of over the top?  Where does the concept of over the top even come from?  It's a term that has just emerged recently.  I find it very fascinating, but it seems to raise real fundamental problems for the carriers.  How do you see them trying to address that problem given the constraints that we have?

>> GEOFF HUSTON:  Originally the carriers thought they were building something that looked a lot like the telephone network.  They didn't see the change that was going on.  They thought this Internet stuff was two customers talking to eave other.  They never truly realized the value equation moved right out and over.  Out and over.  They started coining the phrase over the top to actually describe the business models that were happening where to their surprise and the Google model was the first model that did it.  Ten years ago content was bankrupt.  Ten years ago content was saying to the carriage providers:  You're the only reason why people buy the Internet.  For God's sake give us money.  We are starving.  Carriage should pay for content.

No one was able to make it work.  Google tricked advertising into model.  They made it generate income and did this by finding out information about you and I and they sold that information to advertisers.  The model worked so brilliantly they said to the carriers:  So long, it has been really nice.  We don't want your money.  We now have relationships over the top.  Five years later the carriers figured out what had happened.  They are very slow.  They then started to say what the hell is going on?  End‑to‑end is going on and we don't see it.  It's just packets.  It was that golden moment when they realized the future is not what they thought.  That's why the concern is coming up, a billion dollar or trillion dollar industry is looking at downsizing.  They don't want it and don't like it.

>> KUO WEI WU:  The next speaker will be the piece, everybody now has, enter NG is the CC TLD.  I would like to ask you a question about CC TLD about sovereignty issue and at the same time because CC TLD also operate the database and people asking about privacy and that kind of issue.  You have seven minutes, please.

>> KEITH DAVIDSON:  Thank you.  My name is Keith Davidson.  I am representative on a number of governance boards within New Zealand in the Pacific, the Asia‑Pacific region and globally.  A number of those organisations are associated with CC TLD operations, most particularly my funder is here to operate the CC TLD.

So I'll give some reflection firstly on sovereignty and issues as they arise in New Zealand and then try to shape for you how that might fit in a regional and then a global context.

But yeah, New Zealand is, as you all know, is a fairly small ‑‑ small but perfectly formed country.  

(Laughter.)

>> KEITH DAVIDSON:  It's a population of 4 million law abiding citizens who do no harm, no wrong.  50 million sheep who luckily don't have a vote.

And so we are living in an environment where we are very closely in touch with our own communities.  We have a teleco provider called 2 degrees.  They figure you can't be more than 2 degrees separated from everyone else.  You talk to anyone in New Zealand and you know people in common.  That provides us with a policy and law enforcement framework that many other countries can't or ‑‑ can't have because of the sheer populations and so on.  We are a bit unique.  We have been very fortunate in all our history as the cornerstone of democracy, the first country where a woman had the vote.  Where essentially the woman said to men, "Why can't we vote?"  And men said, "Don't know.  Do you want to vote?"  They said, "Yes, we do."  And we said, "Yes, go ahead."

Having some cornerstones of democratic principles, we operate largely still today on a very light‑handed regulatory framework.  Our government doesn't want to introduce laws.  They don't want to introduce or sign treaties unless they have to.  We see increasing tensions on treaties with like ACTA and PBT because of our desire to have free trade agreements and other things, notwithstanding we are averse to just passing laws as a rule.

We operate an open society in terms of the registries that we have.  For example, we have our electoral roles.  Everyone by law should be on the electoral roll once they are 18 years or over.  But that is accessible by anyone.  You can find somebody and where they live.  Even our motor vehicle registry, if you see a good looking person in a car driving by, you can note down their registration number and for a nominal fee then find the name and address of the owner of that vehicle.

These policies permeate our society of openness and transparency.  And we apply the same principles very strongly.  For things like policy, we have been through open consultations with dot NZ is run by a nonprofit membership society and our operations are to carefully consider the inputs of the local Internet community and creating and regulating our policies.  So we create our policies outside of government, but we do that and try and get our government to give its blessing.

Of course, with you have a constant attention with law enforcement on one stand and privacy on the other hand.  Those are competing legal tensions from a government.  So we know we are going to cause greater concern to one government department by appeasing another.  So we regard government as an important stakeholder, but not the sole stakeholder.  And we then resolve what we are going to do.  Because of their open societal nature, we believe that the Internet should be publicly available always.  So we don't have a provision to hide, as you might in a gTLD.com.  You can not hide your data.  You could open a P.O. box and operate from a P.O. box.  But then you have to register in the right name and, you know, have your data freely available.

Now, that quite simply is not transferable as a model.  I can take that position to the AP TLD, the Asia‑Pacific CC TLD association and say this is New Zealand's position.  Why aren't we all doing this?  We can argue the pros and cons of each country, each territory, each regime and we can't come up with a common position.  There is little commonality.  So we have to appreciate most of all that there is the principle of subsidiarity, that New Zealand needs to make its rules for New Zealand and China has to make its rules for China and so on.

So we are in a region in particular that suffers the extremes of the most populated country, the least populated countries, the most open regimes like New Zealand, some fairly tight regimes, and we never question as a community which of these is right because there is no such thing as right in this.  There's purely a reflection of your society growing.

So I think that the really crucial question that this all boils down to is rule one, there is no one size fits all and if in doubt, refer to rule one.  The principle of subsidiarity is the most crucial.

I just would like to finish with some words from Vint Cerf regarding the whole crisis of the Internet.  He says if you believe that the Internet is almost fully developed, then increasing government intervention is not necessarily a bad thing.  But if you believe it is still a fledgling technology that then you want governments as far removed from it as is possible to allow the rapid deployment of the disruptive technology of the Internet.  Thank you.

>> KUO WEI WU:  Thank you very much.  Any comments from the panelists?  Or we go to the last speaker and because then we have time to go on.

So the next one, naturally the last speaker is Hotta‑san and I would like to ask you because running jPRS is CCT also.  How you take the first database, in Japan you have personal data protection law, how you can apply this on your government, your personal data protection law to fix that?  You have seven minutes, too, please.  Okay.

>> HIRO HOTTA:  Thank you.  Thank you, Kuo.  Let me talk about dealing with the personal data and privacy on the Internet.  Using who is ‑‑ as an example which Keith touched a bit as well.  I would like to speak in Japanese.

>> INTERPRETER:  This is the speaker.  This is the English channel.  Can you hear the interpretation?   

>> HIRO HOTTA:  Let me talk about the functionality of who is personal data.  I work at a company called the jPRS, a registry of JP domain names.  In general, registries for domain names work through agencies called registrars to access information regarding the domain name and the person who registered the domain name.  And we also, have information in the database and information in this database is called the registry database are used to manage the technological information to allow the domain names also to manage information on people who registered the domain names.  The technological information that allows the access to domain names are essential information to know where that information resides.  That is to know the IP address.  The latter, that is the information on the person or entity which registered the domain name is very important in knowing who the owner of the domain name is and if you want to contact that person.  In a sense that it covers not only the name but also the address and telephone numbers of the person in charge.  It's an accumulation of personal data.

And part of the information in this registry database will be made available to the general Internet users to the who is and this was used from the initial days of the Internet in order to resolve technological issues on an autonomous level by Internet users and for autonomous resolution you need to know the contact party's name and the contact and you need to register not only the name of the domain name holder but also the address and telephone numbers on who is.

Now, would I like to talk about who uses these personal information on who is.  And as the personal use and commercial use of domain names increased, recently there are people or entities who do not want their information made available on who is.  And, of course, there are people who purely want to leave that information anonymous without malicious intent.  And there are people with malicious intent who want to hide that information for some reason and for people who want to hide that information without malicious intent there are people who wanted to expose their views or works anonymously without disclosing their names and there are firms who will, for example, use the names, the new service as a domain name and register it.  As soon as they register it, the company's name and the person in charge will be made available which means that the name of the new service is already in the public domain.  And is that is not very good.  The corporate name itself is not personal data but the fact that the name of the person who is in charge for the domain name management in that corporation will be made public as a contact person, I think that the domain names will also require some anonymity as with personal data.

Now I would like to talk about the personal data protection law.  One is the importance of making sure that the acquisition and the storage of such personal information is done in a way that does not, in which the information is not leaked and under agreement between the person who holds the personal information and the entity involved.  Also the acquired and stored information of personal data should only be used in a manner that is agreed between the owner of the information and the entity.  Also you have to relate very accurately to the people who are using that information, the allowed usages of that information.  And they must agree to that usage so as not to leak that data.

Now I would like to skip to talk about ‑‑ lastly, I would like to talk about the acquisition and storage of personal information in the service.  And the relationship to the privacy.  First of all we need to draw a line between the following two.  One is acquisition and storage of personal information and protection and infringement, violation of the privacy.  These are two different things.  So let's say with the owner of the information there is an agreement regarding acquisition, storage, and usage of the information with that customer.  However, then if that is the case, do you not need to provide a service that meets the requirement of the privacy?  No, that's a different story.

Sometimes we hear that if you don't want information to be disclosed, then don't use the service.  But is it appropriate to deprive the right from the user, the benefit that they can enjoy from the Internet?  No, I don't think so.  So from this back drop regarding domain name, there are proxy registration service and who is information agency service, for those who don't want information to be disclosed over who is.

There are various variations.  However, there will be a service provider who will register the domain on behalf of a customer and sub let.  Then, of course, the service provider will be the registerer.  So if you use this, the person's name who is actually using the domain will not be disclosed.  However, the right and responsibility resides in the service provider, which means if the service provider goes bankrupt, then it will lose the right as a registerer of domain name.  Then the user, actual user also will use the right to use.  So we need to design and strike a balance between the two.  So of course the user or customer would like to hide the information or domain name, but of course sometimes domain name some people who are using this domain name want to know about the information and how to strike the balance between the two.

So striking a balance within JP domain name, we make it so that address of the registerer will not be disclosed over who is.  However, there will be a contact of e‑mail or telephone number so that we can contact the person who has registered.

So who is, is one example.  But Internet and the society that uses the Internet for its development will have to strike an appropriate balance between usage of personal information and disclosure of information.  Thank you very much.

>> KUO WEI WU:  Thank you so we have opened ten minutes for the audience if you want to make a comment or ask a question.  Please come to the front.  I give you my microphone so you can ask the panelists.  Anyone, please?  Is any panelist, you want to continue your comment about it.  We have so many.  Izumi first and then Bill and then Robert.

>> IZUMI AIZU:  Just mention, you mentioned that there is some law in Australia, Electronic Communication Act where you get reserve, some oversight from the minister, right?

>> GEOFF HUSTON:  The Electronic Addressing Act of 1989, as I recall.  What it did, it comes from telephony.  All addresses, all domain names used in electronic networks fall under the reserve power of the minister.  If they are not being distributed according to some public, the minister can call them back in and dictate how it gets done.

>> IZUMI AIZU:  I have done some examination on the CCOVs.  It has a definition, whether you have competing, some kind of monopoly, but within a country like Japan or China, it could be regarded as monopoly.  But there are few examples of having any legal framework or any other multi‑stakeholders, even the multi‑stakeholders regulatory framework.  It is difficult except for countries like New Zealand and others perhaps.

I am more inclined to have some kind of law that gives very limited but articulated clear authority to the government.  Government should be transparent under democracy.  And the common private sector led fuzzy arrangement of Internet governance.  Stop.

>> KUO WEI WU:  You want to comment?  Follow up?

>> GEOFF HUSTON:  I'll quickly respond to that.  I can see that made sense in national numbering plans like telephone Y.  It made sense in Australia for electronic naming networks like domain names.

In my own head it makes almost no sense to talk about addresses which are the instrument of a Internet topology having the sort of political baggage add the into it.  For IP addresses, humbly I would like to take the minister on and dispute the fact that those reserve powers for IP addresses is actually any good or any value.

>> IZUMI AIZU:  Does it apply to IPP for address transactions?

>> GEOFF HUSTON:  Reserve powers apply to electronic ‑‑ oh, my argument about transactions?

>> IZUMI AIZU:  Yes.

>> KUO WEI WU:  Okay, Bill?

>> WILLIAM DRAKE:  I hate to turn this into a Socratic dialogue in which we all ask Geoff questions but I'm going to.

One of the things you said that I thought really piqued my interest, I thought why don't we ever talk about this more?  At every Internet governance meeting I go to, IPv6 evangelists get up and say this is important.  Why isn't everybody doing it and the IGFs, why do we have this conversation over and over and over?  We say how do we get the incentives so that they'll start to want to do this, et cetera?

And you've pointed to a fundamental issue which is that for a lot of the telecos, this is like why do they want to facilitate greater over the top traffic?  I mean, there is a blockage there.  We never talk about that.

I want to know, do you really think that is a defining limitation on the IPv6 transition?  It is never discussed in these evangelical discussions we have.

>> GEOFF HUSTON:  Yes, that is the problem.  Almost every piece of machinery out there with the exception of some old pieces of Windows XP crap have P6 running.  Everything runs V6 if only.  All the long haul networks run V6.  Do it today.  Done it for years.  What is missing?  The last mile.  You can't get it here, you can't get it anywhere.  Why?  Because last mile is a natural monopoly.  It's an access monopoly.  The last mile carriers say I spend all this money to make Google richer.  I'm not going to do it.  It then becomes what is the remedy?  Whenever you go to a regulator and start speaking about precisely why do you intervene in a market?  What are the parameters under which you will exercise regulatory intervention?  What you get back is this argument that actually in economic terms, because they employ economists, talk about market values because when a market fails, the private good is no longer being distributed in ways that are efficient, equitable and reasonable and meet the desires of the broader public sphere.

Interest in the class, the transition to V6 ‑‑ I'm not talking about the Internet, not talking about V6 or V4, I'm talking about the transition as an economic activity.  I believe a market failure everywhere even in China only 1 percent of folks do V6.  In this country, less than 1 percent.  Australia, 1 percent.  The record gets worse and worse.  Why is that?  Not one access carrier is serious about that.  How do you correct that?  In the same way you correct other forms of market failure.

You have to intervene.  That is your role in terms of your public role in the entire scheme.  That's why we have regulators.  Not to just go to fine lunches and dinners but to assess where and when markets of failing and to produce remedies that encourage public outcomes.

You can tax.  You can incent.  You can do all kinds of things once you have identified that the market has failed.  I would put forward the proposition we've run out of addresses.  Asia‑Pacific has run out for a year.  Australia is going to run out in a few weeks.  If that's not a market failure I'm amazed to see what will be. 

>> ROBERT PEPPER:  Let me be the contrarian.  I disagree with Geoff on that .  Where I do agree with Geoff is that up to now we have not seen the real proliferation and deployment of V6 in networks.  That was, that is actually old news.  That was maybe through 2010 we saw change in 11.  This year we are seeing virtually every major service provider network now actually just deployed V6.

What we are forecasting is that by 2016 there are going to be over seven and a half billion fixed and mobile devices that will be V6 capable.  If the Internets don't keep up ‑‑ well, they are just going to have to.  And they are.  We are actually ‑‑ Geoff, look askance, that's fine, that's drama.  But the reality is the networks today are deploying.  Up until now, I think there were, they were probably two years late in recognizing the actual number exhaust.  But I remember when I was actually a regulator, ten years ago people were coming in and wringing their hands.  Number exhaust, number exhaust.  You know, we actually looked at it and said not yet.  There has not been until now ‑‑ now there is ‑‑ the business case for that deployment and the additional cost to the networks.  They were late in recognizing it best of your recollection they recognized it and it's being deployed.

Next going to deployers.  Geoff made a blanket statement implying that all the service providers are trying to impose the telephone accounting rate system on the Internet to get back their money.  There are a lot of them that are doing that.  But actually I've seen service providers that have effectively what I think of as crossing the chasm, right?  There's the old world based upon the assumptions that the product was voice.  The metric by the which you regulate it is minute, duration, how long you talk needed an incremental cost difference.  That's the old world.  None of that is true in the flat IP broadband world.  Just not true the many if not most of the traditional service providers are just now recognizing that.  Some have already recognized it and made a shift.

Most, many of the service providers, the legacy operators walked up to this cliff.  They are looking off the cliff into the chasm and they are afraid they are going to fall in.  Some, however, have crossed that chasm.  If you look in the U.S. at AT&T and Verizon, their voice minute and voice minute revenue has declined.  They basically said it's over.  They are not trying to rescue that.  They are not trying to maintain that.  They are not trying to keep the legacy business model.

They said they are mobile companies and broadband companies and they by the way are opposing globally any of the other operators or proposals that would embed the per‑minute pricing settlements, teleco arrangements from the first half of the 20th century.  They oppose taking that and dragging into the 21st century.

So you know, in fairness I think that we have to recognize that some of the operators have crossed that chasm and that the others are just going to have to.

>> KUO WEI WU:  Sorry, we don't have time enough.  I would like to try to summarize.  I will ask that each panel have, five‑zero, 50 seconds.  Well, I think we only have six minutes left.

So would every panelist have 50, five‑zero seconds to summarize for this session and then please help me to keep up with it.  Bill, do you want to go first?

>> WILLIAM DRAKE:  Can I give my 50 seconds to the audience to ask questions?  And ‑‑ can't we just like eat lunch five minutes late and have time for people to ask some questions?   

>> KUO WEI WU:  Is anybody want to come here to ask questions, please?  Come!

>>  (Off microphone.)

>> AUDIENCE:  I want to hear from you guys.

>> KUO WEI WU:  Bill?

>> WILLIAM DRAKE:  No, go ahead.

>> KUO WEI WU:  Robert?

>> ROBERT PEPPER:  One of the things about the history of the Internet that I want to make sure continues into the future of the Internet is the ability to act to do things, to create things, to innovate without asking for permission.  Right?  The Internet world was not based upon asking for permission.  The development of new technologies, applications, networking technologies, applications, smart devices at the edge do not require permission of traditional regulators, right?

In my mind the future of the Internet depends upon continuing that tradition.  That tradition of rough consensus, run code is at threat and I think it's extremely important that within the multi‑stakeholders community we step up, recognize that and do something about it.

>> KUO WEI WU:  You want to comment?

>> AUDIENCE:  A small comment.  When the Internet affected just a few of us, when it was the ARPA net, when it was the middle '70s, try anything and see what happened next, it was fantastic.  Some things really are too big to fail.  I don't mean too big to be allowed to fail.  If Goldman had failed and partners had gone to jail, that's something very different.

But too important to fail.  And I'm a little bit frightened from time to time with very large organisations doing whatever they think is interesting and then apologize later.  I thought, for example, just to take a contrived would be, the little Y spy scandal was defended I think by Eric Schmidt by saying we have a policy of trust and apologizing later.  What I would like to know is whether the Internet has gotten so big and so important and so critical to all of us that try something first and apologize later might be dangerous.

>> KUO WEI WU:  Did you want to say something?  Fifty, five‑zero seconds, please.

>> AUDIENCE:  Just my question is, you speak as a good proponent of techniques, when it's new, there is a billion user, you are on the Internet and we don't have enough of them, we don't know about them and from them.  Like I would like Bill to talk.  It's because I think we need to hear from the end user what they think about it.  And the discussion you have about the IPV6 or IP, it's just impossible to understand by a normal human brain.  It is, you are out of what end user can understand.

Then we need to find a way to address them, to tell them something on how and why it's useful to be engaged in the multi‑stakeholders model.  Thank you.

>>  And by the way ‑‑ 

>> KUO WEI WU:  Thank you.  Audience, first and then you have time.  Sorry, you will be delayed for the lunch.

>> AUDIENCE:  Thank you.  I'm from Pakistan and this question is sort of goes to most of the panelists but a bit to Robert.

In the profession for responding to the ITRs or in the advocacy efforts, companies, commercial interests are sort of basically aligned.  The majority of let's say civil society or research or community interests, when these are preparing, they are also putting in place certain barriers already, especially when they are, especially in the developing country context.  Within that, sadly to say, U.S.‑based companies, not only ones but those companies are working with government, presenting them solutions for deep packet inspection and this is really includes American as well as Canadian companies.  I am a company where I'm very accustomed to it and I'm concerned.  One side, on the pragmatic side of things where the commercial interests or business interest come in, there is a conflict and that conflict of interest is so big that I always sort of, my confidence within that alignment, that global alignment is deteriorating at a fast pace.  As soon as that happens, I will be concerned the motors.  That is a major concern within censorship.

>> KUO WEI WU:  Thank you, we have one more.  If you want to say quick, we have one or two more, please.

>> AUDIENCE:  My name is Mami and I'm from Cambodia.  A few months ago one of the opposition leaders in Cambodia used the map from one of the French research something in France as an evidence to claim something with the power party in Cambodia.  And he was accused and sentenced for two years in jail because of using the fails document, things like that.  I'm not sure if in the future like regulations or something to protect people because actually he was, saw this by the other institute ‑‑ he did not use that map.  He did not produce that document.  He used it and shared it in order to share what he should have, but he was sentenced to two years in jail.  Is there any mechanism?  If I want to share some sort of information which I have, I be sure I'm not going to jail.

It is a Cambodian map.  You have the French version map.  You have the English version map.  Because we were colonized by different countries and there was conflict in between Cambodia and the Thai borders.  They talk about which map is official.  I don't know.

>> KUO WEI WU:  We are coming to Cambodia in August, APNIC.

>> GEOFF HUSTON:  I want to disagree with you, Robert, on how we are doing with V6.  We measure around a million users every day at APNIC, dramatic measurement in terms of how well we are doing in every single country and every single network around the world.  These are real users and real machines.  The numbers are incredibly frustrating.

So what is going on here?  What we found with Microsoft and trying to deal with the last massive monopoly that the world created is that neither US nor the Europeans are cable of dealing with it.  The settlement that is finally coming out of Europe in the current month is largely ceremonial.  What broke apart that was Google.  What really busted it was innovation.  So let's look at now what is happening inside of today's network.  We've run out of addresses.  All of a sudden priors are going to have to put up new boxes and the boxes are going to have to put up the same thing you put at the edge of the network.  Benign or not?  The issue is once you put a network address translator inside the network, every single thing you do is logged by the network operator.  Every website you go to, everything you do causes in that binding.  What is Google's business model?  Google's business model is very easy.  If I know everything about you I can sell it.  And they do.  So what has the carrier just been given?  A gold mine a rich vein of realtime information about you.

Will they touch it?  Or not?  Or will they say no, no, no, I'm an honorable person.  I'm about to build V6.  I'll look askance and only deploy this temporarily because when I go to V6 I lose that power.  What is going on is a very dramatic fight, a huge fight between content and carriage.  It is happening over and about you and I as to whether we are consumers or products.

And that fight is happening because the content folk would certainly like to see an open network.  That's their business model.  Fifty‑fifty vision of the end user.  The carriage provider has just realized that if they don't do V6, if they sit there and do absolutely nothing and then they start to deploy gnats and application gateways and content distribution networks they are in an amazing advantaged position.  Network neutrality?  That's history because the new future is one that rebuilds control by carriage.  It's not a future you want if what you really wanted was innovative permission‑less networking.  The carriage providers aren't going to give it to you.

>> KUO WEI WU:  Sorry, but we, I have to control the time because you know, we already run four minutes more.

I would like to run another six minutes and so we can end it, you know.  So the next one ‑‑

>> ROBERT PEPPER:  Can I ask Geoff to clarify something?

>> KUO WEI WU:  Okay, go ahead.

>> ROBERT PEPPER:  Nats are the source of all evil.  So yeah, I thought you were saying that they actually provided information to the carrier so they were not going to V6.  I thought you were saying as V6 is deployed it will provide more information.

>> GEOFF HUSTON:  I didn't say that.  I think we can talk about this in the session ‑‑

>> ROBERT PEPPER:  That's for our next session.  Please come.

(Laughter.)

>> KUO WEI WU:  Next one, Izumi, do you want to comment to summarize?  Forty seconds.

>> IZUMI AIZU:  Yes, IGF, Internet Governance Forum, this should be reconsidered in view of the future of the Internet.  The current practices including ICANN and many CC TLDs and these, I see little voices from the bottom up multi‑stakeholders from civil society.  It depend what you talk about.  It may be the case there in Australia and also in Japan and China.  I said yesterday not all multi‑stakeholders understand it.  I still insist that we should really consider substantively about multi‑stakeholderism including participation in the civil society and developing world.

>> KUO WEI WU:  Can I move to the shareholder ‑‑ 40 seconds, please.

>> HONG XUE:  Okay, I want to go to the Cambodia map case.  The lady's question is wonderful, but I'm so shocked.  This is a basic information of information freedom.  Using a wrong map by mistake of course is not a crime of sub version.  Otherwise everybody would be in danger.  We are using information in the Internet every day on Wikipedia.  Probably some of it is not accurate or precise.  If you are jailed for using the wrong information that's dangerous for all ever us.  To criminalize anyone you need criminal intent.  Whether you intend to over turn the government by using the map.  That is the basic requirement for criminality.  This is a very wrong case to me.  The final words from me is that we should protect not only Intellectual Property but also Internet freedom.  It will protect the future of us.

>> KUO WEI WU:  And Hotta‑san, 40 seconds.

>> HIRO HOTTA:  As to the personal data and privacy which I was given as a topic of my talk, we need to protect them while observing the personal data protection law.  This is a must, of course.  However, just observing the law is not sufficient for the Internet.  Or even the society to involve.  It is important for us to develop new services by disclosing and conserving the users on how to collect and use personal data in the services.

The last point I want to add is that the customers who pays are not the only people of this.  So the providers have to take all the users into account in designing the balance between personal data disclosure and protection in these services.  Thank you.

>> KUO WEI WU:  Keith, you are the last one and you need to do ‑‑

>> KEITH DAVIDSON:  Can I ask a question or clarification from Hiro?

>> KUO WEI WU:  Short, short.

>> KEITH DAVIDSON:  Yes, Hiro, you were referring to personal data and privacy laws, but you meant in country.  You are not seeking a global solution.

>> HIRO HOTTA:  That's correct.

>> KEITH DAVIDSON:  Can I?  Oh.

>> KUO WEI WU:  Forty seconds for the summarize.

>> KEITH DAVIDSON:  We live in an increasingly diverse world.  Territorial borders are breaking down due to the influences of the Internet in large part.  Appreciate the differences, appreciate the multi‑stakeholders model and the principles of subsidiarity.  Treaties can only deliver one size fits all policies.  We can work outside of treaties, open consensus‑based policy development processes.  Thanks.

>> KUO WEI WU:  Before we end, can we give all the panelists a big applause?  They do an excellent job.

(Applause.)

>> KUO WEI WU:  Many thanks for them to follow my instruction to control the time, even the ten minutes after.  Have a good lunch.

(The session concluded at 11:08 p.m. CDT.) 
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