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>> HONG XUE:  Hello.  Good afternoon.  Thank you so much for staying on for the very last panel in the afternoon.  I know you all have interesting plans for the evening.  So ‑‑ we are going to have a very interesting topic today.  It is on law.  We will talk about very complicated legal issues.  Hopefully you feel that is interesting.  I have a short introduction about what kind of law we are going to talk about on this panel.  First of all, I want you to open up your mind to have a multi‑stakeholder vision of law.  
    Generally speaking law means legal norms enacted by the Congress, the parliament, from the Government.  Now we have a new notion for law.  It is actually all kinds of social norms.  Even nonstate factors can make laws.  Well, probably new to you but it has been existing for very long time.  
    For example, Professor Lawrence Lessig has mentioned in his famous book called Code and Other Laws of Cyberspace computer code is kind of norm.  It is binding to the computer operation and in fact, it is binding to human beings.  So it is effectively equivalent to those laws made by the Congress.  
    It was a very interesting perspective and also we can see many organisations, nonstate actor making public policy.  And it is really inviting the people's behavior, such as we have famous organisation in their corporation.  There is ICANN.  They are overseeing domain system and IP addresses.  They are making policies.  That ICANN is not a Governmental organisation.  It is not an IGO, but their policy is very much binding in the Domain Name System.  If you are applying for a new GTO lead and they are not complying with ICANN policy, you are not going to get a TLD.  But its name is called policy.  
    So first I want you to open your mind to think about the other form of law, not traditional one.  The second point I want to refer to is that the law is changing its format.  Traditionally law is very much territorial things.  We talk about sovereignty in the morning and the state is territorial rights in a territory.  But on the Internet there is no territory.  It is a global existence.  This is a global operation.  Is there a global law?  No, traditionally there is no global law.  There is international law but they are between the sovereign states and they are enforced by sovereign states.  In the morning one professor referred to the International Convention of Ocean Law.  There is certainly trouble on the ocean.  So I wonder whether this is a really good example to resolve the problem on the Internet.  But on the Internet we do need the globalized uniform norms.  Is it existing?  Yes, of course.  Look at those policies.  They are implemented through the technical structure.  They are globalized.  Deterritorialized.  So the second point we think about is there a global law.  
    The third point I learned from the keynote speaker on Day One, that's Professor John Wright.  He mentioned architecture is actually defining and reshaping the public policy.  I would say technical architecture is also shaping and defining the law.  
    So we cannot just ignore the technical architecture of Internet and making some laws not really compatible with that.  If you do this, you have failed.  The third point, think about the technical architecture.  Fourth and last one we want to think about the law and what kind of law can be enforced on the Internet.  

Today we are fortunate to have such a distinguished panel.  We have so many wonderful gentlemen.  I have split them in to three subpanels.  Panel 1 would be two gentlemen working in Domain Name Systems.  They are Mr. Keith Davidson, Vice‑Chair of APTLD and Mr. Kuo Wei Wu, ICANN member.  And so each gentlemen have five minutes for presentation and then we open up the Forum.  Pablo has kindly joined us as a discussionist.  You are welcome to praise the presentation.  We are receiving comments from the audience.  Now two gentlemen.  Okay.  Yeah.  Keith, please.  

>> KEITH DAVIDSON:  Good evening, everyone.  My name is Keith Davidson and I am the Vice‑Chair of APTLD amongst many roles that I perform regionally and internationally.  I will put in a qualifier right from the start and say I am not a lawyer.  And I will introduce both on the discussion on law and talk purely about soft law.  Does everyone have a reasonable understanding of what soft law means?  Can you raise your hand if you think you know what soft law means?  Pretty much everyone.  I will try ‑‑ I have only got five minutes.  So I will try and define along the way.  
    Okay.  I am going to talk a little bit initially about New Zealand and the .nz in the ccTLD.  ISOC NZ was formed based on ISOC's principles for the Internet for everyone and re‑delegated .nz and later ISOC changed its name to InternetNZ.  It is a non‑Government charitable society that aims to keep the Internet open and to promote and protect the Internet for New Zealand.  It has two subsidiaries.  One is the Domain Name Commission, Limited, that provides the policy and regulatory framework for .nz, and then by contract Registry Services, Limited, is a wholly owned subsidiary that operates .nz as the registry.  That shows the three‑ way structure.  The Domain Name Commission provides policy and regulatory advice and .nz  is the registry.  This is non‑Government.  Anyone can belong and be a member and elect the board of ‑‑ controlling board of the InternetNZ or organisation.  So to give you an idea of the toughness of a regulator outside of Government, the Domain Name Commission on occasion has suspended registrars of domain names including New Zealand's largest telco provider for misbehaving and suspended and required them they can't have the name.  And they get a notice that they have misbehaved and wouldn't register names during that period.  Quite good to see a regulator able to be forceful even with the large providers.  
    Let's just think about the definition of a multi‑stakeholder.  I think we have heard it often enough that it compromises the various stakeholders' groups, but the most important part of this is to remember its participation on an equal basis for the development of New Zealand policies.  We definitively believe that all parties are equal and nobody stands any greater ‑‑ has any greater right to a viewpoint than anyone else.  Of course, we respect Governments have the right to create laws but that's not what we are seeking to do usually.  In the global sense and the ccTLD world there are only two recognized sets of policies or guidelines that govern the operation and management of ccTLDs.  There is RFC 1591 from John Postel and the Government Advisory Council Principles of 2005 which provides some guidance.  And just by way of interest I take a very strong role in this particular arena and I chair within ICANN two Working Groups that look at aspects of delegation and redelegation policies.  RFC 1591 is like all RFCs, a technical document that tends to describe technical behaviors as all RFCs do.  However it does spill in to the arena of public policy, and it does quite indirectly from RFC 1591 there is a number of statements which I will leave and hopefully these slides will be available later, but you can see some of the commitments that are public policy principle, serve the community and serve the nation and the global Internet community.  To not talk about rights and ownership of domains but responsibilities and service and as a final rule, if you don't behave within the structure and framework then the delegation for that country code may be taken away from you and delegated to another management.  
    So that in itself is a fine example of a public policy, a global binding public policy established in a nontreaty organisation by the IETF process through the RFC vehicle and it is still the vehicle used today.  There is no global law that applies to how Top‑Level Domains or ccTLDs are delegated or not.  
    In New Zealand just to flip back time for a moment, as I said the Domain Name Commission which was established in 2002 provides the overarching policies for the way that .nz operate.  Currently we are going through a major policy review on our second level policy.  Currently if you want a .nz name you register in .co or .net.nz or any one of 16 second level domains but we are looking at the potential of moving to the second level.  Instead of me having keith.co.nz, just move to keith.nz.  And that's quite a radical policy to shift with a registry of half a million names.  And again the policy that we establish will bind all the multi‑stakeholder groups to the outcome once we have achieved the consensus from the discussion process.  
    We also go through internally in InternetNZ we develop sets of principles for various purposes.  And on the screen now is a draft policy principle.  So again this is an example of soft law that InternetNZ feels that these are appropriate rules and guidelines that should govern us and the way we operate in the Internet in New Zealand.  They should be open and uncapturable.  It is not hard for a lot of people to sign up to agree to those sorts of principles.  This is still a draft set.  

I will move on to the Top‑Level Domain principles that have been through the consultative process and agreed by ‑‑ everyone has had an opportunity to submit and discuss.  So we have a set of seven simple principles like domain name markets should be competitive, choice for registrants should be maintained and expanded and so on.  So this is not to say that this set of rules would be transferrable.  That here in Japan it might be a very different set of rules.  I know in Australia it is a completely different set of rules.  This is not to say these are the best rules.  It is merely the policies that we operate by in New Zealand.  I would have to say in New Zealand our population generally prefers soft law solutions over Government legislation.  And quite often our Government will say to industry go and self‑regulate or you will get our legislation.  And if you get our legislation you will wish you were self‑regulated.  A lot of tension on us to create our own self‑regulatory models and think that InternetNZ, ICANN, ISOC and APTLD are exemplar organisations.  With that I will end my presentation and there is a series of links if you want to do more reading including contacting me.  Sorry, I am about a minute over time.  Sorry.  

>> HONG XUE:  You are on time.  Thank you so much.  And I hope Keith now understands women do have equal voting rights as you said in the morning.  Thank you very much.  Now shall we move on to Kuo Wei Wu?  He is presenting in his own personal capacity and not as an ICANN voting member. 

>> KUO WEI WU:  Basically I don't have slides.  I have to make some kind of ‑‑ the comment about it.  First of all, I am an ICANN board member and based on the ICANN internal kind of limitation I cannot present the law enforcement in here as an official statement of ICANN because this is ‑‑ internally we have some kind of limitation about it.  And, of course, because I also signed a COI, so I have to be very careful about it.  And so in here basically I tried to talk about a law enforcement in my personal capacity.  
    First of all, I'd like to talk about law enforcement, what that means because I guess here we like to talk about law enforcement because of new ccTLDs.  Who brings the law enforcement?  If I remember that is actually explained by the Government Advisory Committee.  They asked ICANN well, if you want to open a new ccTLD, you need to sign with registry registrar and put a law enforcement layer.  So here there is what is ‑‑ law enforcement is common in these ccTLD programmes.  
    Let me ask a question, I think most of you ‑‑‑ I think there is a lawyer.  I am not a lawyer.  I am mathematics.  I am a scientist.  So if I say something wrong about law, please excuse me.  Basically I think most of you know law is a territory basis.  For example, you know, intellectual property right regulation in Taiwan is different from somewhere else.  For example, personal data protection law in Taiwan is at least as I know is different to Japan, is different to British.  
    And so in here it is kind of interesting when the Government Advisory Committee is asking ICANN, oh, you are putting that kind of law enforcement in that kind of country or something like that.  It is kind of difficult for us because we have a couple of reasons it is difficult.  First of all, we all know ICANN is not a treaty international organisation at all.  ICANN is a nonofficial or nontraditional international organisation first of all.  I think it is a nontraditional international organisation.  Not under the treaty.  
    In the case we have several limitations there.  Actually Hong Xue was talking about a policy.  I think the policy in most of our Asian countries, in my culture we usually say oh, policy; that's Government.  But if you ask the western people or you ask the ‑‑ some kind of like this state, for example, Facebook, for example, Google, they have a chief policy officer and that means policy can be many different kinds, not necessary to be a national policy.  Even your company you run your own business and you can have policy internal in your entities.  So first of all, in that case since we are not traditional or treaty basis of the international organisation.  So what is the tool that we can do because we are not treaty?  We don't have a dedicated Government.  I give you right and let this communicate and all agree by nationality or Government approve it.  
    So what is tool for ICANN?  We can do this kind of somehow to resolve the law enforcement given by the Government Advisory Committee recommendations.  All we can do is contract.  We actually go through a contract and even go through the contract we still have a certain limitation.  I tell you the reason why.  Because ICANN is registered in California, in Los Angeles, California, and in Los Angeles, California, they have a very strict law limiting the nonparty organisation what you can do and what you cannot do.  For example, there is a long debate about, you know, ICANN board compensation.  If you want to have compensation, you go to California law.  There is lots of limitation.  Tell you if you want compensation here is a limitation.  You will be higher.  Your risk is higher.  So there is all kinds of limitations.  But that doesn't ‑‑ does that mean that ICANN cannot do anything to design or developing the ‑‑ what they call is a global policy?  Not necessarily true.  The reason is because this is kind of interesting is in 1998 when the United States administration created new corporation and the new corporation basically tried to develop new way to do Internet governance, you know, in very different to the traditional, you know, ITU, UN, OECD, European Commission and something like that.  
    And, of course, if you are interested you can go read Bill Kingdon's administration.  They have five principles and private sector, and something like that and all the e‑commerce should be globalized and something like that.  So in that case right now actually ICANN, you know ICANN can do a couple of things.  First of all, if you apply for the new gTLD you have to sign the contract with ICANN and then you can run the new gTLD.  For ccTLD after a certain year we figure out ccTLD involve some of the sovereign issues, but like Keith say, you have one law apply to all, but somehow this kind of the ccTLD basically they come out their own draft and, of course, this is a draft from the CCSO and they pass through Government Advisory Committee to agree upon.  And once they agree upon, ICANN have to implement.  What they mean is how ICANN can do the global policy, you know.  It is based on a couple of things.  We always say ATRT, accountability, transparency, responsibility and what is the other one, T?  And so basically it is bottom‑up.  We cannot make any policy result transparent to our multi‑stakeholder.  The only way we can make the global policy people willing to follow is those policy is getting agreed by the multi‑stakeholder.  The ICANN community agrees and at the same time we need to pass through the Government Advisory Committee and let them understand what is the impact and what is the reason, something like that.  So that is one other thing.  

The next thing is back to another law enforcement, I tried to take example.  You think about it.  If there is a registry, the company is set in Australia.  In such case you know this company have to follow the Australian law, right?  You cannot imagine a company sit in Australia and open a company registry in Australia and not follow Australia law.  Have to have some kind of law enforcement where sit there.  The problem they try to do business, for example, in India, he also needs to follow the Indian law if he have a branch there.  So I think the law enforcement is everywhere if you want to do the legal business.  If you want to do the black market, that's a different story.  I think from my point of view basically the law enforcement, you know, ICANN can do on the contract but I think the law enforcement is there.  Don't make a mistake.  Say without that no, it is this.  It is totally wrong.  Any company you register you are under that law, under the company, nation, state.  Thank you very much.  

>> HONG XUE:  Thank you very much.  Very complicated but you presented it very well.  

>> Pablo:  Internet addresses have two main components as many of you know.  Basically on one side there are the names and on the other, the numbers on the same side there are the Generic Top Level Domain, such as .org and .com and thousands of new entries coming up on your screen in a few months' time.  And Keith spoke from the perspective of the .nz , the Country Code Top Level Domain from New Zealand.  Behind every name there is a unique number and that is an IP number.  It is one little thing that makes possible that result in the right website or right mailbox.  APNIC where I work is the entity that is responsible for distributing these addresses in the Pacific.  It is mostly behind the scenes function perhaps invisible to most Internet users.  However you can see these in TV series and movies.  It is usually sort of a general perception that in order to track and trace where a particular behavior according to the network who is misbehaving and doing bad things, download illegal content you recur to the IP addresses when police are trying to track or do investigation on a particular criminal case, you can see that they always ask what is the IP address.  
    And sometimes IPs are wrongly perceived as an I.D.  Even there are cases where we have received requests to tell who was using an IP address at a particular moment and what's the physical address of that individual in that particular moment if that behavior can track that particular individual.  
    Also it is sort of an expectation somehow that the process from knowing an IP address and going from there to a handcuffed criminal is a straightforward one and sometimes they put APNIC in the middle of it.  But I just would like to add the perspective of the numbers in sort of a very quick kind of way.  Sometimes even APNIC is ‑‑ when you do a search of an IP address, particularly the use search APNIC appear as that's the source of the views.  That address has been distributed by APNIC.  And APNIC doesn't have the data of who is the final user of the IP because it distributes addresses mostly to ISPs who are the ones in charge of final users.  So I wanted to make sort of this perspective clear.  
    And I would like to sort of wrap up the remarks from the number side in terms of saying that more ‑‑ I mean domestic laws and jurisdiction makes it sometimes difficult to exchange information when cases are being investigated.  And the good thing is that the who is database of the regional Internet registries is mostly public.  It is not complete and you cannot get the full thing.  
    But more and more also we are seeing and Keith spoke a bit about soft mechanisms, informal collaboration between law enforcement agencies is starting to occur.  And that is really good, particularly when these efforts include organisations like mine.  
    And we are sort of always happy to work on that.  So that's basically it for now and thanks for the opportunity to give the perspective from the numbers.  

>> HONG XUE:  Thank you.  Pablo is from APNIC.  It is very important.  So we address another part of the critical Internet resources as IP addresses.  Any comments or questions from the panel?  The professors or business panel?  No comments.  I do have two questions for the two presenters respectfully.  For Keith you talk about the TLD principles.  Very, very interesting.  I am so impressed.  So it means these principles is not only for .nz, this TLD but also for the reference, for the other TLDs?  

>> KEITH DAVIDSON:  I think there is two ways we can look at this and currently we are taking our New Zealand principles on TLDs through the ICANN process through the ccNSO community and asking other ccTLDs if they agree or disagree with these set of principles.  And, of course, there are some that will not be agreed upon but some may be.  What we are interested in is not finding a global policy or in finding one or two principles that may be globally applicable but more importantly to us that find other ccTLDs that have the same principles or gTLDs that have the same principles as us that we will have more in common with the rule set than others.  

>> HONG XUE:  Very graceful.  Thank you very much.  Kuo Wei Wu, you mentioned the new gTLD process and you mention that ICANN is a new type organisation.  You can use only contract as an enforcement.  There will be new gTLDs coming up and they will conclude contracts with ICANN.  Are these contracts, agreements subject to American California law?  

>> KUO WEI WU:  Well, let's say yes and no.  Of course, we always need to follow the California law.  But the contract basically is not really ‑‑ I think it is a much general ‑‑ that is ‑‑ a contract is basically ‑‑ like in the United States we call it a private law.  It is not public law.  Okay?  
    And so in that case just like if my company want to sign a contract with Keith's, then we must have a mutual understanding.  And then we wrote down all the stuff and those of the statement or laws of the conditions we both agree upon and it is not really based on the California law, but one situation that would happen would be on California because once the contract is signed, if you ‑‑ if any one of you know the contract, the last item tells you if you have a dispute, in that part it would go to LA, California.  

>> HONG XUE:  Any response, Keith?  

>> KEITH DAVIDSON:  That explains exactly the reason why most ccTLDs will not enter in to a contract with ICANN.  
  (Laughter) 

>> KUO WEI WU:  Actually Keith's point is a very good point.  Can go so many different versions.  You are asking well, when ICANN is talking about the domain, simply have the gTLD and ccTLD.  In the very beginning the first version if you still remember in Germany in Berlin, there is a meeting, a big argument about a ccTLD, how you make a contract with ICANN.  If I remember only three ccTLDs signed the contract.  Most of them don't want to sign a contract because of the sovereignty issue.  And they are arguing about what you did for me and something like that.  So right now most of the ccTLDs majority is based on MOU.  
    It is not contract.  So that's the very difference.  Soft contract.  And minimal money.  
  (Laughter)

>> KUO WEI WU:  You pay more but you don't want to do it. 

>> HONG XUE:  Thank you so much, gentlemen.  They give us graceful answers.  Any comments or questions from the floor?  So I can entertain one question.  

>> KUO WEI WU:  I think one joke, for example, we do have a line that MOU with one ccTLD, they don't pay.  They say no, I don't want to pay you money because it looks like a tax.  So they say the money only go to the booth.  So they have a booth instead of money.  And for them some of them is cosponsorship.  

>> KEITH DAVIDSON:  I think it would be fair to say that the ccTLDs do contribute to ICANN in many ways including its policy development processes and also normally other hosts of ICANN meetings which being the host and can tell you is not a (cutting out).  

>> KUO WEI WU:  Thank you very much.  

>> KEITH DAVIDSON:  Could I raise a final point and that's over the GAC and seeking a bit more clarity or giving a bit more clarification over the Government Advisory Committee role in ICANN?  As Kuo Wei Wu was saying there is a process by which the GAC can provide policy advice to the ICANN board and it becomes binding on the ICANN board to follow that advice, except that the ICANN board can say no, we won't take that advice but they must give reasons for that.  It may be that because of multi‑stakeholderism that the overwhelming stakeholders have a position that's at odds with the Government's position.  So there may be instances and I think we have seen lines of it happening.  But it has never come to a real demarkation dispute.  It may be one day.  

>> HONG XUE:  Thank you so much.  I really hate to go away from this wonderful discussion, multi‑stakeholder and ICANN governance.  Sometimes a soft law can be very hard.  See, they charge you money.  Let's move on to subpanel 2, we call it the P to P panel because it is professor to professor panel.  We have two professors from Japan and India respectively.  Very distinguished scholars.  First we have a speaker that is Professor Iwao Kidokoro.  So Iwao Kidokoro is up.  Thank you.  

>> IWAO KIDOKORO:  Thank you.  And welcome to Japan.  I was given a presentation title ISP Japan.  But I am not so familiar with ISP/IPV.  I tried to switch my presentation to a rather familiar one.  I will speak on cloud service providers' liability in Japan.  Provider service becoming popular and it is used in various ways.  But in this presentation two types of services are discussed.  First one is personal rocker service which is basically broadcast service.  And the second one is content sharing type which is video sharing.  Basically video sharing service.  
    And the first one, personal rocker service type, copyright infringement liability occurs when users upload their contents to the provider.  And also when provider, users download the content which from the provider side it is through Internet.  Then the issue of copyright infringement which is public transmission right infringement occurs.  So first the uploading.  And there are a couple of cases in the U.S., only one case but in Japan a couple of cases.  I don't have enough time to introduce the first one.  But the second one, the MYUTA case which is literally in Japan which is my song.  The service users want to ‑‑ users have music in their PC and they want to hear the music by their cell phone.  So that time the conversion is not so easy.  So MYUTA did that job.  Just when user upload the music, MYUTA convert the music and enable to listen.  And then user download the music and can listen by their cell phone.  
    That type of service in Japan, the providers, both users uploading and downloading the content.  The music because of the rationale is Karaoke, famous Supreme Court decision in 1980s where Karaoke owners they provided Karaoke system and basically played unlicensed music and gather customers.  Customers enjoy the Karaoke song, sing songs, music, Karaoke.  It is unlicensed.  And the infringer here is the customer that court want to make liable shop owner for two reasons.  One is control the shop.  No. 2 is making money.  Which is very ‑‑ because of that Karaoke series in Japan even today last year the Supreme Court go back to the first case, this one is user store contents.  But still infringe Rokuraku provider was infringed.  That one is upload of ‑‑ upload is basically is ‑‑ is reproduction rights infringement and for downloading also ‑‑ sorry.  If the ‑‑ after making a copy or making transmission found to be user then it is private usage which is not infringement by the Japanese copyright.  But the court didn't recognize the private copying or private public transmitting.  So in the case of downloading it is public infringement of public transmission of rightsholders, but in the case of ‑‑ in the United States, the Cable Vision decision which is basically cable TV company, Cable Vision provided service which upon the request of users recalled copy ‑‑ they copy in their server.  That kind of service, the U.S., United States court found it is user to carry out copy and not Cable Vision provider.  
    So it is not copyright infringement.  Those are the case of personal rocker service and then second type, yes, and second type of personal rocker is content series which is basically video sharing type.  For this kind of service again Japanese court found infringement by the provider.  Because the reason for that is after copying in the U.S., in the U.S. the decision is again the opposite decision.  
    And moreover Japanese, in TV Break case Japan court found that the provider cannot apply the ‑‑ the provider Liability Limiting Act in Japan and if provider is usually not just familiar of transmitter of the content.  So they are basically not liable for the illegal content but in this case Japanese court also found that provider is ‑‑ TV Break is also the originator of content, illegal content.  
    So that originator or poster of infringing videos.  So but in the United States, in mp3tunes.com case they didn't recognize provider as originator or poster of content.  
    So it appears that the case of Cable Vision characterizes the receipt ‑‑ receive differently.  In the case of MYUTA receiver were the public but MYUTA ‑‑ the receiver were the public in MYUTA, while individuals in Cable Vision leading to the opposite conclusion of the facts.  So it appears that it is different court decisions are, in fact, affecting the decisions of cloud service providers.  Some providers express concerns about MYUTA case.  Some also said that many ideas in Japan are in the concept phase because of MYUTA decision and providers who are IT startups also said that because of legal environment in Japan he recommends to establish business outside of Japan such as Target.  Considering the importance of the cloud services effective solution must be adopted as early as possible to mitigate these conditions.  Nevertheless, the report by the agency for cultural affairs heighten research and study concerning cloud computing and copyright simply concluded that there are no issues unique to that concept.  But considering these ‑‑ the accumulation of these Japanese court decision it seems best for us to handle multiple progress by swift actions.  It is important to ‑‑ providers the one to copy and transmit to the public and approving and downloading activities.  Thank you for your attention.  

>> HONG XUE:  Thank you very much.  This is an interesting presentation.  All right.  So our law is very much similar.  Let's move on immediately to Professor V.C. Vivekanandan who is from the NALSAR University, University of Law.  I guess is another very interesting case study for India.  Please.  

>> V.C. VIVEKANANDAN:  I will take that.  One second.  And it is in. 

>> HONG XUE:  From the previous presentation we learned that under Japanese law this is exactly intermediary reliability for Internet service providers.  Infringement in the U.S. law service providers can throw out the contents and whether benefit from the kind of services that involve infringement.  Notice and takedown services.  If you refuse to take down timely probably you will be liable for infringing content uploaded by users.  So these are actually quite common issues around the world.  

>> V.C. VIVEKANANDAN:  Yeah.  Thank you.  So thank you, Professor Hong Xue.  Just a few slides to tell about as you said what the hard law says and what attempt the soft law ‑‑ response of soft law towards such hard law.  So let me start with what is the matrix involved inside the Internet law in India currently with ISP as the main thing.  Section 79 of the Indian IT Act, Information Technology Act it is considered as a dwell in the crowd.  There is no crowd.  So this is the Act which was originally done in 2000 which says that ISP is not liable if it does not initiate the transmission.  If it does not select or modify the information contained in the transmission.  Basic idea of what they had.  One of the early cases was basically on copyright.  And ISP liability in terms of the case of JK Rowling and with Vinay and others.  There are five different ISP providers.  So the fifth defendant was bazee.com.  It was an auction website at that time.  It was later taken over by eBay.  The first four individuals were accused of uploading advertisements on portals offering copies of the Harry Potter series for sale and were restrained from marketing or advertising the works of JK Rowling.  And the fifth defendant was web portal bazee.com website.  So the code case finally happened.  It did not go to bazee.com because it did not remove the contents.  Early days of looking in the evolutionary process of various stakeholders.  

The second one I call it reloaded here Section 79.1 in 2008 amendments which were brought much clearly stated that class of 79 protects accessible means to ISPs.  Class B for the intermediary must not exercise any control over the information for claiming immunity.  Immunity was not involved in the selection of modification.  It was nothing but clarification of 79 which was done in 2008.  Further in addition to above two disjunctive conditions the intermediary is required to exercise due diligence for claiming said immunity.  The standard of due diligence which the intermediaries are required to exercise shall be subject to judicial interpretation.  

How do you grasp the Internet and what you call the soft law and understanding the hard law and how do they react to soft law?  So later on as you said there is an early time when these amendments are coming and the last couple of years things it got busy.  Even they are mentioning today in the morning presentations that 10% of Internet penetration.  So probably a very bad thing for development and also for lawyers with 10% of penetration.  More Internet penetration the cyber law is a good time.  So now what happened is ‑‑ one other thing what happened in recent times Google reported that the Indian agencies sought to remove 236 communities and profiles from networking sites between January and June 2011 and Google was reported, asked for 2439 user data requests.  And most Indian requests were asked to remove about defamation.  There is something called hidden law.  You find a chilling effect sometimes.  Not necessarily cases are filed.  But a lot of these things when you say that search many things come in we call chilling effect which has already started.  We really don't know whether hard law is going to become harder or soft law is going to make it softer.  Look at the revolutionary part.  Some of the copyright cases which are hitting lines connecting between the developed and developing world.  Heard about Loren McKennit versus Deepak Dev.  Was a case against big movies.  Same time code started implementing the hard law in terms of contents for that.  And so this is one which came on service providers and then Kolkata courts on March 17th blocked 104 sites because they did contain some infringing material and also contained noninfringing material.  It was a band or blanket brought by content owners to the code.  And this was the first reaction of courts grappling with a different set of, you know, juris prudence and they did stop many of these things that did have legitimate content.  Section 69(a) which gave Government powers to foreign relations and sovereignty and defense.  Article 19 reasonably not exercised.  

So you can see the website of ministry which has the notification which given within the Government it is going to Act.  In January 2012 the high court was asked to take proceedings against Facebook India and Google India.  A compliant was filed by the Vinay Rai under the obscenity and other provisions of the Indian penal code.  And they took place at the metropolitan magistrate.  

The backdrop here is that the people were summoned before action was taken on police and the enforcement agency's understanding what the content of the website on that basis the court ordered.  Final reaction, April 2011 rules to remove within 36 hours any material deemed to be grossly harmful, harassing or disparaging by any Internet user that submits a formal objection letter to that intermediary.  Under the guidelines any resident of India can compel Google at the risk of criminal and/or civil liability to remove content from its site that the resident finds politically, religiously or otherwise objectionable.  Very efficient and try to remove something.  

I want to tell that the High Court just reported to website ISPs that you must have a stringent check.  Otherwise like in China we may pass orders banning all websites.  Professor Hong Xue clarified that China did not band all websites.  I thought that Indian code was one step ahead and probably not many politicians and diplomats could bring India and China closer.  

So in closing what I want to tell because it is a huge area of thing and as you said from a lawyer's perspective very simple probably as I said this 10% has kicked off the evolution of cyber law juris prudence.  ISPs or technology providers and another player called Civil Society and the whole question seems to be a whole thing of trying to understand.  Civil society did this.  So they attacked the websites of India.  Opposition party, equally the interparty they are quite nonpartisan.  It was not some hacking attack from somewhere.  About 16 cities in India they report very few numbers.  And it was the group called Anonymous which, you know, came out openly and then protested about that.  So we need to wait and watch for the next addition to know what are the interface of soft law and hard law.  Thank you.  

>> HONG XUE:  Thank you.  This is so interesting, especially the matrix on loaded, reloaded and violated.  So unfortunately we don't have time for questions or comments, but I am sure you have a lot of things to think about in your mind.  We have seen that some laws for Indian and Japan they are uncommon and some of them are similar.  In many aspects they are different.  So for those businesses that are operating globally, wow, I ‑‑ they should be scared.  They are in a jungle of laws.  Different jurisdiction and different laws.  

Last panel is two gentlemen that were smiling very happily when these professors were presenting.  So I guess they don't care about the jungle of law.  They are confident in their global operation.  We have one smiling gentleman that involves contents and another gentleman, Kuek, even though you are doing hardware you have to comply with the legal requirements.  So I believe that's a part of the enforcement of law.  Immediately move to the B to B panel.  

>> V.C. VIVEKANANDAN:  They may be having a jPRS in the jungle.  

>> KUEK YU‑CHUANG:  Thank you.  I have the benefit of facial muscles that when I am grimacing or showing fear I look like I am smiling happily.  My name is Kuek Yu‑Chuang.  And first and foremost let me apologize to the interpreters.  So I started off with a set script but I think since we have the benefit of synergies on the panel I want to pick on the many themes that were discussed over here.  So I am going to speak off script mostly.  And the themes that I found interesting was the notion that we have nonstate actors as makers of law.  And that we have the Internet that is borderless in nature, but we have laws that are written with jurisdictional limits in mind.  And then we talk about issues that touch close to my heart because I work on these issues on a day‑to‑day basis.  Copyright liabilities and, you know, Japan has some similarities with the U.S.  In other jurisdictions copyright laws might look a little bit different.  And then we talk about the chilling effects of information requests, data requests as well as takedown notices for objectionable contents.  

So pick on these themes, I get a little nervous when there seems to be a notion that if writing code or if we are setting ‑‑ if we are setting policies for products worldwide that somehow we become makers of law as people in the private sector.  If you look at the way that my compliance lawyers run around in a frenzy trying to make sure we are in compliance across the jungle of different laws, we wouldn't think of that as an accurate characterization and we have no interest in setting laws, but I think we are placed in a unique position.  And if we are talking about the borderless nature of the Internet which is the beauty of the Internet.  You already have an entity and an ability to communicate and transact in a borderless way.  
    Is it regressive to have laws that have the intent of governing a very specific jurisdiction breaking up the Internet?  And if we don't accept that as a model, how do we deal with an entity that is borderless in nature.  And I would argue that because of the evolution of the Internet and because of the kind of public scrutiny that Internet companies come under, that there is a set of best practices that evolve along the way that could be the model in terms of thinking of what policy responses we should have.  Remember talking about the borderless entity which tries to operate in many jurisdictions that have their own set of laws.  
    And let's take privacy, for example.  I mean like even within APEC we have several countries that don't have privacy laws.  They are in the process of introducing a privacy law in Singapore.  If you look at Korea, the privacy laws go a little bit further.  Over here in Japan, correct me if I am wrong, there is the protection of Personal Information Act which might not be quite the same thing as a data protection law as we know it in some jurisdictions and you have Australia that moves a little further.  Hong Kong just passed its amendments to its privacy act.  But what do Internet actors do?  I mean like even in jurisdictions where there are no privacy laws, it doesn't mean that your global brand name companies like Google, Facebook or Yahoo! make use of these gaps and introduce technologies that are more intrusive.  
    What usually happens is that you have these companies introducing policies that have these high bars of protection and implementing it across regions.  And I think this is how as technology is running ahead, and different countries, different regulators, different drafters of law are trying to catch up, this is a good way to show how a borderless nature of the Internet could help us in harmonizing a lot of the best practices that have evolved.  And I think, you know, because of the kind of public scrutiny that companies fall under, I am putting myself accountable in front of you, these glaring and probably unflattering lights is that many of the companies do tend to try to stay ahead of the curve.  If you look at Yahoo, and I hope I don't look guilty of making a plug here, we are early advocates of the idea privacy by design if you look at the privacy circle and this notion of privacy by design.  So you have there a product called geofences within a Flickr product.  We all get excited and use liberally geo location services.  Before there is even a law, before regulators and drafters of laws start thinking about something so new on the technology front we decide that we want to make sure we have the safeguards in place to make sure that the technology is safe and appropriate and we aren't finding ourselves in the middle of a scandal and having to respond to that.  So what geofences does is to allow you to set parameters around what location sharing you want to do.  

If you are talking about photos that you are taking at your ‑‑ at your kid's preschool and you don't want people to know the address of your kid, even though you want to show photos within a limited circle, that mechanism allows you to not broadcast your four‑year‑old child's location.  So even though you don't have individual law makers coming up with jurisdictional laws on what should govern geo locations, you are talking about a protection that is extended to the consumers even without there being a law existing.  And also, you know, I think to catch on the themes of copyright liability as well as on takedown notices and data and information requests, there are many jurisdictions out there that might not have a copyright regime with a very clear notice and takedown mechanism requirements.  But that doesn't mean that, you know, as global companies this service is not extended to rightsholders in these jurisdictions.  

Moving on to the issue of information requests, I think very often in my conversations with law enforcement agencies across the region is also the need to have a better education and information ‑‑ more information to the law enforcement agencies out there.  Very often law enforcement agencies do not know that companies have entire teams to deal with information request, legitimate ones and they deal with issues that we all care about.  Terrorism, cyber fraud, corruption, and companies like Google and ourselves we understand these are legitimate requests and we have to educate law enforcement agencies on procedures that they have to comply with to get the information they need.  They think that information is not available to them.  There needs to be an understanding as well that as companies we are stuck in the middle which explains my grimace.  We want to satisfy legitimate law enforcement requests.  

On the other hand, there is individual user privacy rights that we need to protect.  Very often in this education campaign that we do with law enforcement agencies is to explain that there must be standard procedures and information that you share on why you want the information off an individual out there.  And so I guess very often our role is to go out there and make sure that people have a good understanding of what is allowed and why we approach things in a certain way.  
    Let me leave you with this final thought.  Just before coming on stage I was talking to colleagues from Freedom House.  So the last part about, you know, having to take down within 36 hours politically objectionable content, with a ‑‑ and this is an open‑ended question.  Would a community be better served if companies who have made free expression or Human Rights commitments globally, are we better served if the companies are allowed to engage in a conversation on what should be taken down and what should be left up?  Or should we leave it to individual countries like China, like India.  Maybe the two of them can have a mutual, an MOU on Internet takedown as suggested by V.C. Vivekanandan.  Are we better served if we have industries engaged in conversation of what we can do and what we can't, or are we better served by having individual regulators deciding for us and possibly asserting extraterritorial ‑‑ desiring to assert extraterritorial powers on Internet players.  Let me leave you with that open‑ended question.  

>> HONG XUE:  Thank you so much.  I like your idea.  Last but not least Mr. Seow Hiong Goh.  

>> SEOW HIONG GOH:  Thank you.  Having heard the first six speakers I will detract from what I had originally planned to speak about.  When we talk about the compliance as to how primary release doesn't offer services to consumers, we are not consumer ‑‑ we don't deal with consumers directly.  We do have products that run the Internet, but these products are operated by service providers, not by us.  Very often any request from law enforcement they will go to people with what they need but not to the technology vender.  
    But having said that the professor was right to say we still have some level of compliance that we have to do and that relates to technology standards.  Perhaps in the context of what we are discussing today I want to talk a little bit more about technology standards and how in a way ‑‑ sort of similar in a way like a law upon us that we do need to comply.  I want you to understand the role of standards and how it affects us.  Now technology standards, technical standards I think that most people in the room in the field would know what they are.  But there are a couple of ways that we throw around.  One is interoperability.  Basically means get the functionality or getting things to work together and then there is the question of choice which is the ability to choose between different products.  And the third is standards itself which is a specification of how something should work.  

So why do we need standards?  Essentially the problem is that usually there are different products or different components of a system that we need to work together and very often these products may also be from multiple venders.  And when each vender does its own, two products, the need to work together, what you need then is a standard to figure out how the functionalities work across each other.  You need standards.  Usually situations where a single company cannot solve the problem on its own and you need a group of companies, very often two to figure out how best to solve that particular technical problem through the use of standards.  So if you don't have standards, the consequences that your products won't work together.  The industry recognizes a problem and we come together and figure it out.  It is very much market driven.  And another is Internet bodies, IT sector.  We have many bodies, IEEE, IETF.  But these bodies gather the relevant experts together of how to solve a particular problem.  Government data is third.  So these are different ways where standards come about.  I should say that standards can complete each other.  Not just products but standards.  

And there is no need for just one standard to solve one particular problem.  Take, for example, in the field of imaging, most people would know that most cameras take jpeg as a format, but there are multiple formats out there.  Between jpeg and bmap.  A bmap file is very big.  Jpeg on the other hand compresses the data but it loses some data.  In both cases you can use to capture images but the functionality and you pick and choose whichever one you need.  There is no need for you to say you can only use one and only one standard when your other standards are there.  And very often depending on what you need, requirements are you may need different standards.  And the other things is that standards move very fast.  

Most people when we came in to the room first thing is connect the WiFi on the computer.  11b transmits not very fast.  Today 11b is superceded by A, by G, N and AC and there are different versions of WiFi standard.  Can you imagine from the day that WiFi comes out Government thinks that's a great idea.  Everyone must use 802.11b.  And only 11b.  We all started using WiFi at 10 megs per second and it is very slow.  Industry people working on this have no incentive to improve technology.  You won't get better speeds.  So you have this effect where you mandate standards or you require standards and stifle growth and innovation.  Something you need to keep in mind that while standards are necessary in some cases they need to be ‑‑ when it comes to mandating this needs to be thought through.  Choose what's the best and not a need for a Government to pick a winner of a particular standard.  

Let me just end with one more thought which is about the role of Government.  Now Government as a consumer of technology has certain roles of choosing what it wants to use which is different from the policy sector.  Should the Government tell the industry this is a standard we want to use.  But the other aspect we have seen sometimes in using industrial standards, some cases it may be because of security concerns or other reasons why governments want to use a particular local standard even when an international one is an example.  An example we see sometimes is area of encryption.  NDS has been used for many years but some choose they don't want that.  They want to use a particular local version.  So few things, cause of use of ‑‑ you have economies of scale.  You have a wide range of products to choose from.  The moment you narrow it down to a particular local standard you have less to choose from.  But the other thing what do people think about creating local standards and they think they are helping the local industry but the reverse is true.  The local companies who build products to local standards can only sell to local community.  For those who are in Government in the room don't be caught in the trap of thinking that you need to mandate standards.  In many cases many things can be voluntary to work out and figure out what works best and what works best can mean different things to different people.  So let me end and then we can take questions.  

>> HONG XUE:  Thank you.  We agree we should have a market oriented approach to this issue.  Let's save the last five minutes to comment or questions to the panel.  Comments or questions?  Do you?  

>> (Off microphone). 

>> HONG XUE:  I save the conclusion.  Any comments on the presentation?  

>> (Off microphone). 

>> HONG XUE:  That's okay.  Pablo, anything to comment?  Oh, wow, you are so happy.  So the presentation is so interesting and so clear.  We don't have questions.  So I open the floor.  Any questions?  Oh, yes, yes.  Please.  Do we have an open mic?  Oh, yeah.  

>> Hello.  My name is Moses.  I am from Cambodia.  I have heard about hard and soft law.  The question is you know there is bad and good law.  If there is a bad law, how can you enforce it?  Soon Cambodia will have cyber law.  And this is really blurry about this kind of law which is good or bad.  I am reading some stuff from India that there is cyber law in India.  My question is, it is about if there is a bad law how do we enforce that.  Thank you.  

>> HONG XUE:  It is a hard question.  Hopefully we have good questions.  Kuo Wei Wu and then Keith.  

>> KUO WEI WU:  Let me say that from my personal really example in the cases, actually a lot of people say, you know, well, we have a question.  And then most of it ‑‑ most of the citizens expect the Government to do something.  Expect the registry or congressman to make a bill, regulations.  But I have to tell you there is a lot of value.  It happen in the last almost several years.  But just to ‑‑ three cases to tell you that don't expect, you know, the Government or the Congress definitely would make the right or good law.  Not necessarily.  Take one first example we use, this really happened in Taiwan last year, July.  What has happened in the city Governments they try to use the mail order regulations.  And based on the mail order regulations saying any consumer buy products from the mail order you have a right for seven day testing.  Within seven days if you are not satisfied you can return and the store have to return all the money back to you.  Now the situation is the city Government apply this law to app.  You know the mobile app, right?  And they bring a big trouble, for example, Google, NGO market.  
    They find that there is a tremendous risk, all lawyers here know.  There is really very tremendous risk.  So the NGO market closed the office in Taiwan.  And just no official sale in Taiwan.  Is it good?  Does it solve the problem?  Not really because the people try to download NGO app.  They can still on the line.  Download it somewhere, not in Taiwan.  And if you have consumer complaints ‑‑ 

>> HONG XUE:  Actually I am out of time and other people want to comment.  

>> KUO WEI WU:  This is one example.  The second example very simple is two years ago Taiwan passed Spam mail.  96%, 96.5% Spam mail generated from outside of Taiwan.  You send out regulation that can only cover 3.5%.  Do you think this is a good law?  Well, that's interesting.  

>> HONG XUE:  Okay.  Keith, V.C. Vivekanandan and Kuek Yu‑Chuang and Pablo.  

>> V.C. VIVEKANANDAN:  The question is good for who and bad for who?  What is good and what is bad depends on what side you are on.  In fact, philosophically, law is collected through frustration, what you do which doesn't satisfy any sector.  So that is how fundamentally it happens.  So when you said good law, bad law I can only tell especially in Internet juris prudence it is completely given away.  So it looks like a big business, what they try to do without any roadmap or anything that is happening.  That's kind of what is happening in many places.  So the whole thing of good law/bad law is what you call if you are going to take sovereignty issues and power shift all of that, I am sure that somebody is going to put law where they are used to a traditional law, but other issues like consumer or Spam or fraud or something which is generally objectionable to all societies like child pornography it is different all together.  How the traditional mode of governance which is quite comfortable in legislating and being happy about information in a difference sense, how they are going to deal with that.  So that's the question of what we are doing.  And look, stuff black and white as good and bad law.  

>> HONG XUE:  Keith, please.  

>> KEITH DAVIDSON:  Just very quickly.  It doesn't matter whether the law is soft law or hard law.  It can be good and it can be bad, but I think the words we heard from Dr. Eric Clemons on the cloud computing session today is very relevant.  Our role is to keep Governments from doing things worse.  It is probably a duty you have and we all have.  

>> HONG XUE:  Thank you.  Kuek.  

>> KUEK YU‑CHUANG:  Just very quickly.  I will start with an interesting anecdote and I will try to answer your question.  Mr. Kuo Wei Wu talked about the Taiwan law.  On the platform we sell food.  So for Chinese communities Chinese New Tear is a big event and there are catering companies that prepare your reunion dinner for you on the eve of Chinese New Year.  And the seven‑day policy applies to that catering service as well.  Obviously if they are going to return a hot meal after seven days, this will be a substantial loss to the company.  

So one more story to add to your anecdotes on the more serious note to answer your question, I think we don't all agree that just because it is law it has to be good.  And I think that is why I ‑‑ we have decided to support a Forum like this so we can have a discussion.  That's why it is important for Civil Society to be around, to have a voice.  That's why it is important for people like me to have a role and have a job to talk to civil society and talk to regulators and harmonize that with what the industry is doing.  I will do whatever I can to advance my company's business interests.  But it is in a collective our interest that we all have a voice and that we are allowed the opportunity to discuss things.  So that, you know, we win with compelling arguments rather than any other mechanisms.  There are many jurisdictions within this region that pass laws without any industry consultations.  We do not even see a draft of the law.  And when we hear about it it is already in force.  So I agree with you that the distinction between bad and good law is hard.  And the more we make sure that all voices are allowed to be heard before a law is passed serves communities and business and Government as well.  

>> HONG XUE:  Thank you.  Pablo. 

>> Pablo:  And soft and hard, good and bad, I would like to add two dimensions to it.  It is not only domestic but it is international.  And one of the questions that we can apply is precisely to these processes that will happen at the end of this year, International Telecommunication Regulation Treaty.  Is that good?  Bad?  Soft?  Hard?  Enforceable?  Nonenforceable?  And also technically feasible to enforce or not?  

>> HONG XUE:  Thank you.  I am sure you have many other interesting questions.  I know hands have been raised and very sorry we are running out of time.  And for the very last minute I hand it over to Keith.  He can give us an interesting conclusion.  

>> KEITH DAVIDSON:  Yes.  Thank you.  And just a courtesy of the Internet I note a headline just from the register.co.uk, "Internet Defense League to save the Web from evil Governments."  And it says "Not for profit rights group Fight for the Future will on Thursday launch the Internet Defense League, a new initiative design to help Internet stakeholders fight back whenever their rights are threatened by the man."  And it goes on to say that the "Internet Defense League takes the tactic that killed SOPA and PIPA and turns it in to a permanent force for defending the Internet and making it better."  And the URL for the organisation is internetdefenseleague.org.  And it is sort of live but it says it is launching tomorrow.  It might help you on your fight for better law.  

>> HONG XUE:  Thank you so much.  Wonderful conclusion.  Join me to thank the panelists.  Thank you so much for your wonderful presentation.  Interesting panel.  Thank you.  Thank you.  Have a good evening.  
    (Session concluded)
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